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ON THE COVER 




As organizations of all sizes accumulate more data than they can ad- 
equately manage on their own, they are turning to analytics and big 
data solutions to make sense of that data and derive value from it. 
When it comes to big data and security, there are two primary topics 
for discussion: securing big data itself, and using big data to enhance 
security. Turn to the Essential Business Tech department to find out 
more about both of these topics. 
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IN BRIEF 

TECHNOLOGY NEWS 



PC USAGE STILL VALUED FOR INTERNET ACCESS 

> With PC sales sagging, it's worth noting that desktop PCs and laptops are still getting plenty of use relative to upstart 
mobile devices. The Media Behavior Institute analyzed Internet's reach across devices among adults aged 18 to 64 during 
half-year periods between July 2011 and January 2013. The results are consistent with recent reports about declines in PC 
usage generally but underscore the continued value of PCs, at least for now. It will take another year's worth of analysis 
to determine whether the narrowing gap between PC and mobile use is a continuing trend or due to a spike in back-to- 
school and holiday mobile device sales. The following charts, with information from the Mobile Behavior Institute, illus- 
trate Internet access by device. 
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"RISK" SPENDING 
OUTPACES OVERALL 
IT SPENDING 

IT departments worldwide con- 
tinue to spend significant sums on 
software, hardware, and services 
designed for risk management. 
IDC's most recent report on the 
topic predicts that spending will 
increase 5.45% yearly between now 
and 2017, exceeding $80 billion by 
2017. In the report, IDC notes that 
this new forecast is relatively con- 
servative for several reasons. Chief 
among the reasons is lower overall 
IT spending and the fact that there 
were many large enterprise-wide 
risk projects started during the 
"risk-rebuild era" of 2009 to 2012, 
which are now either operational 
or midway through implementa- 
tion. In addition, enterprises are 
spending more of their IT dollars 
on initiatives that result in gen- 
eral business productivity gains. 
IDC notes that, on average, risk 
spending accounts for between 15% 
and 17% of overall IT spending. 



ORGANIZATIONS 
PLAN TO INCREASE 
SECURITY SPENDING 

>* About half of companies with 100 
or more employees plan to increase 
information security spending this 
year, according to ESG (Enterprise 
Strategy Group). Of the remaining 
organizations, few plan to decrease 
such spending, while the rest expect 
spending to remain the same as 2012. 
Jon Oltsik, senior principal analyst 
at ESG, says the prediction may be 
conservative. "ESG's survey was con- 
ducted at the end of 2012 — a time 
when many businesses in the U.S. 
were worried about how the 'fiscal 
cliff would affect their organiza- 
tions." Now, "organizations may be 
more willing to make information 
security investments." More than half 
of organizations will make signifi- 
cant investments in network security 
during the next 12 to 18 months, pri- 
marily investing in newer tools such 
as next-generation firewalls and ad- 
vanced malware detection/preven- 
tion gateways. 



BUSINESS INTELLIGENCE 
& ANALYTICS ARE 
TOP FOCUS FOR CF0S 

>* According to a new study from 
Gartner and the Financial Executives 
Research Foundation, 15 of the 19 
business technologies that CFOs be- 
lieve need more support relate to 
BI (business intelligence), analytics, 
and performance management. The 
survey findings shed light on a po- 
tential dilemma: CFOs finding more 
value in Bl/analytics than CIOs. "If 
the CIO does not understand this," 
says Bill Sinnett, senior director, re- 
search, with FERF, "then there's a 
chance the CFO will sponsor his or 
her own initiatives, and not coordi- 
nate them with the IT organization. 
This demonstrates the trend that BI is 
becoming less of a CIO responsibility 
and more of a CFO and line-of-busi- 
ness responsibility." The study also 
found that in the BI area, CPM (cor- 
porate performance management) 
solutions are CFOs' top priority, and 
that CFOs show a "strong interest" in 
cloud computing and mobility. 
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INVESTMENT IN CLOUD 
AFFECTS BPM VENDORS 

V BPM (business process manage- 
ment) and middleware solution 
providers have faced a crossroads 
of sorts: deliver cloud integration to 
meet growing demand in that area 
or don't. New research from IDC 
suggests that BPM and middleware 
vendors who have invested in public 
PaaS (platform as a service) offer- 
ings have not only come out ahead, 
they have also propped up the BPM 
and middleware market as a whole. 
According to IDC, 80% of revenues 
in the market's top tier come from 
PaaS products. Additionally, al- 
though the overall market "under- 
performed" in 2012 relative to the 
previous two years, according to IDC, 
the market grew 3.6% from 2011 to 
2012, reaching $18.8 billion in rev- 
enues in 2012. 



WHY YOU MAY NEED A CHIEF DATA OFFICER 

> If your company hires hourly workers, take note. According to Evolv, U.S. 
employers hire more than 100 million hourly workers each year and spend $350 
billion in attrition from that workforce (based on an estimated $3,500 average cost 
per hire), so it's in the best interest of organizations to pay close attention to em- 
ployee retention. Big data, says Evolv, is part of the answer, as there is approxi- 
mately 360,000 petabytes of enterprise data created every year, half of which is 
human resources data; thus the company's suggestion to hire a chief data officer. 
This chart illustrates the relative cost of attrition in various segments: 
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REVENUE DOWN 

V Citing "serious disruption" in the 
computing, wireless, consumer elec- 
tronics, and automotive electronics 
sectors, research firm Gartner reports 
that worldwide revenue in the semi- 
conductor market was down 2.6% 
last year. Steve Ohr, research director 
at Gartner, says that excess inventory 
levels also contributed to the lack of 
market growth. Revenue for the top 
25 semiconductor manufacturers was 
down 2.8%; those top 25 manufac- 
turers accounted for 68.9% of total 
market revenue. Many of the declines 
correlate directly to comparable de- 
clines in the PC market. 




WIRELESS INVESTMENTS, 
TRAFFIC UP 

>- U.S. wireless providers made sig- 
nificant investments in their networks 
last year, spending 19% more year 
over year to reach $30.1 billion, ac- 
cording to CTIA. Those investments 
made up 25% of worldwide wireless 
capital expenditures, even though the 
U.S. has only 5% of the world's wire- 
less users, CTIA reports. U.S. wire- 
less providers invested about $94 per 
subscriber. In 2012, there were 1.468 
trillion megabytes of wireless net- 
work data traffic, up 69.3% from 2011. 
Minutes of use were up just slightly 
from 2.295 trillion minutes in 2011 to 
2.299 trillion minutes in 2012. 




INTERNET CRIME 
REACHES NEW HIGH 

>■ Last year, the Internet Crime 
Complaint Center received about 
290,000 consumer complaints of 
fraud. About 115,000 of those com- 
plaints included a loss of money av- 
eraging about $4,573 to reach a total 
dollar loss of about $525 million, up 
8.3% from a year earlier. According to 
the center, consumers in California, 
Florida, Texas, New York, and New 
Jersey registered the most com- 
plaints. The two most common types 
of fraud were auto fraud, where 
criminals attempt to sell vehicles they 
don't own, and FBI impersonation 
email scams. 
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AFFLUENT USERS MORE LIKELY TO USE LOCAL 
SEARCH APPS 

> The Local Search Association and comScore recently released the results of a 
December 2012 survey that asked participants to identify their income and how 
often they used local search apps. Apart from a drop-off beyond the half-mil- 
lion-dollar mark, the survey found a correlation between higher income level 
and increased interest in local search apps, which the researchers dubbed IYP 
(Internet yellow pages) mobile apps. Here are some of the results: 




3% 6% 9% 12% 15% 

% Of IYP Mobile App Users 



STUDY LOOKS AT USE OF 
ELECTRONIC DEVICES ON 
PLANES 

> As the Federal Aviation Adminis- 
tration continues to evaluate its poli- 
cies covering use of electronic devices 
during flights, a new CEA study takes 
a look at how — and how often — air- 
line passengers use devices. "This 
study showed us that most travelers 
are using [devices] as often as pos- 
sible while traveling, and many would 
like even more opportunities/' says 
Russell A. Lemieux, executive director 
of the Airline Passenger Experience 
Association. Among the findings: 

> 40% would like to use their devices 
during all stages of flight. 

> 30% have accidentally left a device 
turned on during a flight. 

> 21% switch their devices to air- 
plane mode rather than shut them off. 



MOST SOCIAL MEDIA 
INITIATIVES FAIL 
TO DELIVER VALUE 

Just 10% of enterprise social col- 
laboration initiatives succeed, ac- 
cording to Gartner, because too many 
organizations take a "provide and 
pray" approach that "provides access 
to a social collaboration technology 
and prays something good comes 
of it," says Anthony Bradley, group 
vice president at Gartner. "The un- 
derlying reason" for the low success 
rate, Bradley says, "is usually that the 
organization did not provide a com- 
pelling cause around which a com- 
munity could form and be motivated 
to provide their time and knowl- 
edge." To help ensure success, it's 
best to identify and define the com- 
munity you're trying to target and 
then determine the nature of the col- 
laboration and desired business out- 
come. A good purpose will motivate 
people to participate, attract enough 
people to the community to deliver 
robust content, and have a clear busi- 
ness outcome, Gartner reports. 



MOBILE STRATEGIES 
MUST GO BEYOND 
JUST THE DEVICE 

> To truly see the economic and pro- 
ductivity benefits of mobile technolo- 
gies, you need to look beyond which 
devices are used and re-examine 
business processes and workforce 
needs, according to a new survey 
from CompTIA. The survey found 
that most companies currently are fo- 
cused on provisioning, securing, and 
allowing systems and network ac- 
cess for mobile devices. Furthermore, 
the study found that the majority 
of enterprises allow employees to 
bring their own mobile devices to 
work, with 58% of organizations 
allowing a mix of both corporate- 
and individual-liable devices. When 
employees bring their own mobile 
devices to work, they also typically 
want to bring in their own applica- 
tions and services, CompTIA reports, 
so mobile device management so- 
lutions are increasingly incorporat- 
ing mobile application management 
capabilities. 



MOBILE APPS MORE 
DEPENDENT ON 
CLOUD SERVICES 

> Gartner estimates that by 2016, 
40% of mobile application develop- 
ment will involve cloud services, 
such as a Web-based platform that 
supports social media integration 
or data storage, to address user de- 
mand. This creates a more complex 
development environment and more 
risks. Gordon Van Huizen, research 
director with Gartner, says, "The 
advent of more sophisticated rapid 
mobile application development en- 
vironments, the availability of cloud 
services and increased access to en- 
terprise systems will expand the po- 
tential for non-IT developers to build 
applications that commingle sensi- 
tive corporate data with cloud-based 
services and storage." Van Huizen 
suggests that companies make the 
organization aware of this and ad- 
dress cloud services policies "so that 
mobile applications built outside IT 
are subject to the same oversight and 
governance as those built within IT." 
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STARTUPS 



IE OUT OF 10 
STARTUPS INTEND TO 
HIRE THIS YEAR 

The Silicon Valley Bank "Startup 
Outlook 2013 Report" has plenty of 
optimism to share about the state of 
today's technology startups. Perhaps 
most notable is that 87% of those 
startups surveyed intend to hire in 
2013, which is up from 83% in 2012. 
Workers with science, technology, en- 
gineering, and math skills are likely 
to benefit the most from this year's 
startup job market, as 40% of the 
startup executives surveyed for the 
report identified those as the most 
sought-after skills; that is compared to 
17% who are looking for management, 
marketing, and other skills. According 
to the report, software executives are 
more optimistic about business condi- 
tions than any other group surveyed. 



GOOGLE X BUYS AIRBORNE WIND POWER COMPANY 

> There are wind turbines, and there are kites, and then there is something of a 
combination: the airborne turbine. Founded in 2006 with a mission of adding the 
airborne turbine to the growing list of available renewable energy sources, Alameda, 
Calif ., -based Makani Power has transformed the concept into a spectacular reality. Its 
AWT (Airborne Wind 
Turbine; pictured here) 
remains tethered to the 
ground as it flies at 1,000 
feet, where its on-wing 
turbines generate elec- 
tricity and also serve as 
propellers to direct it 
(the wind keeps it aloft). 
Google's research unit, 
Google X, recently ac- 
quired Makani Power 
for an undisclosed sum. 
Google X has not an- 
nounced specific plans for the company. Google provided early funding for Makani 
Power through its RE<C (Renewable Energy Cheaper than Coal) initiative. Makani 
announced the first fully autonomous flight of its kite power system in May. 





LEGAL RESEARCH 
STARTUP CLOSES ROUND 
2 FINANCING WITH $5.8M 

>- Simplifying the legal system 
may be an impossible task, but San 
Francisco-based startup Judicata aims 
to simplify the task of analyzing vo- 
luminous and complex legal data. 
Khosla Ventures and others appar- 
ently believe in Judicata, as they have 
invested $5.8 million in second-round 
funding for the company. Former 
Square COO Keith Rabois was among 
the first round contributors of $2 mil- 
lion; Rabois will become a member of 
Judicata's board. Judicata's mission is 
to help lawyers "quickly find and con- 
textualize precise, relevant authority." 
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Bl FIRM ACHIEVES 
LARGEST TECH IPO SO 
FAR THIS YEAR 

> Seattle-based business analytics 
company Tableau Software closed 
its initial public offering of 9,430,000 
shares, reportedly raising $254 mil- 
lion, making it the largest tech IPO 
so far in 2013. Tableau Software is 
one of many companies capitalizing 
on the popularity of big data and BI 
(business intelligence) solutions. It 
offers Desktop and Server versions 
of its Tableau product, which are de- 
signed to greatly simplify the pro- 
cess of transforming raw business 
data into easily comprehensible dash- 
boards and charts. 



newschools 

venture fund 



ZYNGA INVESTS IN 
PROGRAM TO GENERATE 
EDUCATIONAL GAMES 

> Zynga.org, the non-profit, charity- 
focused arm of San Francisco-based 
mobile game developer Zynga, is 
teaming up with NewSchools Ven- 
ture Fund to promote the develop- 
ment of educational games for K-12 
students. Zynga.org is providing $1 
million to support the first year of the 
initiative. Zynga.org Executive Di- 
rector Ken Weber said in a press 
statement, "We want to help entre- 
preneurs create high quality, scal- 
able learning games that will enhance 
learning experiences for all 21st cen- 
tury students." 
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NEW OPPORTUNITIES WITH NEW 

DOMAINS 



New domains. New opportunities. Create your perfect web address with 
over 500 new top-level domains from Short, memorable domains 
like fashion.blog and auto.shop are ideal for getting your website found easily. 
Pre-reserve your preferred domain for free, with no obligation! With regular 
updates from 1&1 you don't miss the chance to get the domains you want. 
Find out more on our website 1and1.com 
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respective owners. © 2013 1&1 Internet. All rights reserved. 
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Securing Big Data 

Security Issues Around Big Data Solutions 



The phrase "big data security" is 
growing in popularity, tagging along 
with the rising number of big data so- 
lutions hitting the market. What the 
phrase means, however, depends on 
how it's used. There is an interesting 
trend brewing that involves the use of 
big data for improving security, as a 
separate article in this issue explains, 
and then there is the concept of pro- 
viding security for big data itself. The 
latter is what this article is about. 

NEW DATA REALITIES 

The same risks that apply to any data 
leaks also apply to big data leaks. When 



valuable information escapes the orga- 
nization's control, it can result in reg- 
ulatory non-compliance and generally 
damage the reputation of the organiza- 
tion and its brands. Furthermore, these 
negative outcomes grow in proportion 
to the extent to which the leaked data is 
shared. If competitors receive the leaked 
information, for example, any advan- 
tages the organization has relative to 
those competitors may be compromised. 

Historically, these risks have been 
fairly easy to minimize because most or 
all of an organization's information was 
stored within its own walls. The com- 
mingling of the Internet with corporate 



networks introduced the added threat 
of malicious hacking from remote, un- 
known sources, but business informa- 
tion still largely remained within the 
organization's walls. 

Along with cloud computing, big 
data introduces the potential of new se- 
curity problems because its reach can 
extend beyond the organization's phys- 
ical premises and include information 
created and stored entirely on the Web, 
such as in social media services and 
Web-based applications. Conversely, 
files and other data that might have 
traditionally been created and stored 
in-house are now exposed to the cloud 



Key 
Points 



It used to be much easier 
to secure an organization's 
data. With cloud comput- 
ing, big data, and other 
solutions, securing all 
related data has become 
more challenging. 



Big data's reliance on traf- 
fic between many nodes, 
both inside and outside 
the walls of an organiza- 
tion, means traditional pe- 
rimeter security methods 
aren't good enough. 



Unstructured data 
makes up a significant 
portion of big data. Its 
presence becomes a 
security issue because 
there is so much of it 
and some of it is shared. 



Sensitive corporate data, per- 
sonally identifiable information, 
and public information might 
all be part of the mix in your 
big data solution. Identify what 
types of data are in use and 
secure them accordingly. 
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Companies should be aware that big data 
is "difficult to capture, difficult to store, 
difficult to secure, difficult to manage, and 
difficult to use." 



in the form of email attachments, so- 
cial media posts, and the use of online 
storage services. 

"Back-end systems," says Derek 
Brink, vice president and research 
fellow, IT Security, for Aberdeen Group 
( www.a be rdee n .co m ) , "no longer refers 
only to the networks, hosts, storage, and 
applications within the enterprise server 
room or data centers — it also refers to 
virtualized IT infrastructure, whether 
on premises or in the cloud." Likewise, 
"networks" doesn't refer only to "elec- 
tronic interconnections and communi- 
cations protocols between systems — it 
also refers to social connections and col- 
laboration between people." And "end- 
points," says Brink, "no longer refers 
only to the devices that are centrally 
procured, provisioned, and managed by 
the enterprise IT function — it also refers 
to the distributed and highly mobile 
devices that are increasingly procured, 
provisioned, and managed by enter- 
prise end-users themselves." 

These widening definitions reflect 
new realities in device usage and data 
proliferation. "What this means," says 
Brink, "is simply that the confidential 
information and intellectual property 
that your organization wants to protect 
is increasingly likely to be flowing from 
back-end systems that it doesn't con- 
trol, through networks that it doesn't 
control, to endpoints and end-users that 
it doesn't control." Security solutions, 
then, must address these realities. 

KNOW THE SOURCE 

Knowing what big data solutions 
do and identifying the source of the 
data that feeds them are key to under- 
standing big data security. "A big part 
of big data now — even though it's being 
done automatically for the management 
system or for security — is to know how 
it's being collected, when it's being col- 
lected, from which devices, how that all 
fits together, and who has the overall 
management of that data," says Michela 
Menting, senior analyst, cyber security, 
ABI Research ( www.abiresearch.com ), 
"because if you don't know what's 
going on then it's very difficult to then 




ensure security or give access to the 
right person or the right machine." 

According to an Aberdeen study 
conducted in 2012, "an estimated 48% 
of enterprise data is unstructured, up 
from an estimated 40% in an Aberdeen 
study from June 2009," says Brink. Data 
from "documents, spreadsheets, and 
presentations is nearly ubiquitous; data 
in multimedia formats (such as video 
files, audio files, and still images) in par- 
ticular is proliferating quickly, both in 
volume and in variety." 

In addition to identifying the data 
sources, then, it's also important to un- 
derstand that the tap is fully open, so 
to speak, and that data is pouring out 
in great quantities and at great speed. 
These make up what analysts refer to 
as the "three Vs": variety, volume, and 
velocity. Add machine-created data 
to the mix — including data from sen- 
sors in appliances, utility equipment, 
retail locations, consumer electronics, 
and more — and the big data big picture 
grows even larger. "Data is being cre- 
ated so quickly," says James Alexander, 
senior vice president, Info-Tech Re- 
search Group ( www.infotech.com ), "and 
not just in terms of how we as humans 
are creating it. There are [also] billions 
and billions of sensors in billions and 
billions of devices that interact with 
each other, and that creates this digital 



James Alexander 

senior vice president, Info-Tech Research Group 



stream of data which really has to be 
secured and managed and maintained 
as it's moving." 

Big data solutions are popular right 
now because they offer useful intel- 
ligence. Big data solutions are able to 
thrive, however, because of two essen- 
tial factors: employees are continuing 
to generate a variety of data using a 
growing number of applications and 
Web services, and organizations now 
have access to huge (and constantly 
growing) storage capacities at lower 
prices than ever before. As Menting 
puts it, "there's no going back." Because 
of the conditions that exist today, she 
says, there exists a sense that old data 
never has to be deleted and new data 
will continue to grow. Now, she adds, 
"it's just a matter of how to best manage 
it or look at solutions that are close to 
home when you're thinking about com- 
pliance or regulations." 

TRICKY ISSUES 

As cloud computing adoption rates 
have risen, existing security solutions 
have broadened in scope to address 
concerns about data access, manage- 
ment, and storage. Because some 
of these changes are applicable to big 
data, many companies rely on updates 
to their existing security systems as 
they wade into the big data analytics 



"Email — and the widespread use of at- 
tachments — is not only a primary source 
of data, but can also be a challenge with 
respect to compliance . . 

Derek Brink 

vice president and research fellow, IT security, Aberdeen Group 
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"Information governance has always been 
a big thing within companies, but it be- 
comes much more complicated once you 
talk about big data." 



Michela Meriting 

senior analyst, cyber security, ABI Research 



"With or without big data, there still is a 
lot of work to be done in terms of device 
security" 

James Quin 

director of research, Info-Tech Research Group 




pool. There are issues related to the col- 
lection, storage, and use of larger quan- 
tities of data, however, which warrant 
investigation for companies using big 
data solutions. 

User-generated unstructured data is 
one important consideration. 'The fact 
that unstructured data has become so 
important — and so easy to share — is 
one of the biggest challenges to man- 
aging and protecting it," says Brink. 
"Even if there are established policies 
regarding its use, and even if end-users 
are aware of them, many will disregard 
those policies as they get caught up in 
the momentum of carrying out their 
daily tasks." 

Although storage system capacities 
have grown beyond the imagination 
of many long-time data center man- 
agers, the issue of access remains a 
challenge because big data solutions 
make active use of stored data. This 
differs from, say, archiving email mes- 
sages. "If you didn't ever need to use 
the data, it would be relatively simple 
to stick it on a tape somewhere, stick 
the tape in a vault under a mountain 
in Colorado, and call it a day," says 
James Quin, director of research with 
Info-Tech Research Group. "But it's the 
fact that it has to be available, it has to 
be shared, it has to be integrated, and 
it's all moving at the speed of light . . . 
that's what creates the complexity in 
terms of the fact that the security job is 
never done." 

WHERE'S MY PERIMETER? 

Placing a wall of security around an 
organization's data is clearly an out- 
dated and insufficient concept when 
cloud computing, big data, and other 
beyond-the-wall solutions are in- 
jected into the mix. Although using 
firewalls and other means to protect 
internal data remains highly relevant, 
extending a perimeter-based approach 
to securing big data can result in choke 
points. "In smaller data," says Menting, 
"you can sort of build what you tradi- 
tionally do: a kind of security perimeter 
around it. That becomes much more 
difficult for big data because you might 



have data out there on different cloud 
servers, for example, off-site, not neces- 
sarily on premises." 

"Really," says Quin, "I think where 
the concerns come about are in terms 
of the architecture, of the technologies 
that are required to manage a big data 
environment, or to operate a big data 
environment. Big data computing ca- 
pability looks different than small data 
computing. It really is based on a very 
complex clustering of computers, and 
massive, massive data stores. And be- 
cause the data stores are so big, it's typ- 
ically again spread out across a large 
number of individual silos." 

It's vital then, in a big data environ- 
ment, to secure the silos or nodes and 
the connections between them. Failure 
to take that approach — to instead se- 
cure big data as if it were no different 
from small data — can mean that all 
nodes, as well as traffic between in- 
ternal and external data stores, are pro- 
tected at a single, overarching point. 
This means that a failure at that point 
can paralyze communications between 
the overall environment. 

A UNIFIED APPROACH 

A strong big data security solution 
addresses all of its nodes and how 
data travels between those nodes. In 
general, says Alexander, it's "going to 
do one of two things: it's going to be 
looking at that big data infrastructure, 



that cluster that as it were, as a holistic 
entity, and providing some kind of se- 
curity bumper around the perimeter 
of that cluster as a whole; or it's going 
to be some form of capability that ex- 
ists within and between the nodes of 
the cluster." The idea, Alexander adds, 
is that the security solution will make 
sure that "the sharing of information 
between the nodes is done in a con- 
fidential manner that respects poten- 
tially sensitive information, that nodes 
can't just be added to the cluster willy 
nilly, and that there's a measure of 
diligence in terms of how nodes are 
brought into the cluster to participate 
in the sharing, exchange, and pro- 
cessing of information." 

When attacking security problems 
related to big data, some security ven- 
dors take a UTM (unified threat man- 
agement) approach, says Menting. 
UTM systems "are traditionally used 
to look at traffic," she says, "and ana- 
lyze in that traffic what is abnormal 
and what could potentially be mali- 
cious." Such vendors have modified 
these products for big data, so that 
"rather than having just one big pe- 
rimeter, they sort of replicate the big 
data model in the sense that they have 
their solution going around the dif- 
ferent clusters of data. So rather than 
having one big perimeter they'll have 
lots of smaller perimeters inside the big 
data solution." 
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Data As Protection 

How Big Data & Security Analytics Tools Could Transform The Security Industry 



there's a belief among many secu- 
rity experts that big data and secu- 
rity analytics can not only enhance 
business security, but they could 
also significantly transform the way 
the security industry approaches 
protection in general moving for- 
ward. In fact, some experts believe 
a shift from traditional security ap- 
proaches to one that embraces a 
data-driven stance using security 
analytics is imperative. 

A "Big Data Fuels Intelligence- 
Driven Security" report that RSA 
released in January, for example, 
outlined an expectation that big data 



analytics will emerge as "the corner- 
stone of an intelligence-driven secu- 
rity program' 7 to prevent and predict 
"high-stakes security threats." The 
report's authors also state that inte- 
grating big data into security tools 
"represents a sea change in how in- 
formation security programs may be 
designed and executed." Within two 
years, the authors predict big data 
analytics will shake up "the status 
quo in most information security 
product segments," including SIEM 
(security information and event man- 
agement); network monitoring; user 
authentication and authorization; ID 



management; fraud detection; and 
governance, risk, and compliance. 

At the core of this shift is lever- 
aging data. As JR Reagan, Deloitte & 
Touche ( www.deloitte.com ) principal, 
says, "we're leveraging things we 
normally didn't put together before. 
We're now focused on behavior 
and how things happen vs. singular 
events, and we're doing it in a way 
that human beings can understand. 
I think now we have a chance of 
changing the game on how we ap- 
proach security." The much faster 
velocity in which incidents are now 
happening makes "this is a big data 



Key 
Points 



Big data and security 
analytics are expected to 
alter the makeup of cur- 
rent information security 
product sectors, including 
networking monitoring 
and SIEM. 



Many security experts 
believe that a shift to a 
data-driven, security- 
intelligence approach that 
uses big data and security 
analytics is not only com- 
ing but is vital. 



The use of big data and 
security analytics tools 
could enable businesses 
to visualize security- 
related data in ways that 
traditional security tools 
typically haven't. 



Some security experts 
believe that in the future 
security analytic tools and 
the various abilities that they 
provide for businesses may 
be integrated into all manner 
of security products. 
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"Big data and security analytics help us 
discover and learn more about our data. 
Eventually over time, our data will tell us 
how to protect us. It will give us a lot of 
those clues. But until you know what data 
you have in your environment that's toxic, 
that gets you in trouble, where it's located, 
and how it's being protected you're just 
going to create false senses of security in 
your environment." 

John Kindervag 

principal analyst, Forrester Research 



challenge/ 7 he says. "It's moved 
from yesteryear. When you're 
looking at behaviors vs. incidents, 
there's no other way than to really 
get onboard the analytics and big 
data bandwagon/' 

The following explores the use of 
big data and security analytics and 
how it may bolster business security. 

GETTING ANALYTICAL 

The first thing to understand about 
big data where it relates to security, 
says Richard Stiennon, IT-Harvest 
( www.it-harvest.com ) chief research an- 
alyst, is that the way it's applied to 
security differs from "the usual busi- 
ness analytics concept tied to the idea 
of serving ads or extracting trends 
from very large data sets." Instead, 
big data in a security sense involves 
applying actionable security intelli- 
gence to network traffic or event data 
and determining when a threat is 
present. The term for this is "security 
analytics," Stiennon says. 

"In the past, compliance and 
security have concentrated on 
collecting log data and then priori- 
tizing events so that resources can 
be directed towards the most ob- 
vious problems," Stiennon says. 
"With security analytics, highly 
valuable intelligence about source 
IP addresses and key indicators 
of compromise and even threat 



actors are used to filter big data and 
expose evidence that an attack is un- 
derway." Stiennon says solutions al- 
ready available are "more effective 
at countering targeted attacks than 
the traditional policy-and-signature 
based methods." 

John Kindervag, Forrester Re- 
search ( www.forrester.com ) principal 
analyst, says using a data-driven 
approach is a fundamental change 
from how businesses now ap- 
proach security. "They have to 
look at security from a data-cen- 
tric perspective now instead of a 
network-centric or device-centric 
perspective," he says. "That's the fun- 
damental shift that has to happen. 
And if it doesn't happen, we're all 
in trouble." 

Traditionally, businesses have 
used software and hardware appli- 
ances to manage security incidents, 
says Reagan, essentially concen- 
trating on incidents to learn where 
focus is needed. Now, the volume, 
velocity, and variety of security data 
has grown so large it's becoming dif- 
ficult to keep up. "The easiest way I 
describe it to folks is it's a lot about 
the data you own and the data you 
don't own," he says. "This is where 
we bring data from various feeds that 
you might have within and outside 
the enterprise with partners for a 
much more pattern-based recognition 



vs. strictly incidents and responding 
to those one-offs." 

Pattern- or behavior-based security 
is "where the next field or horizon is 
for security," Reagan says, as more so- 
phistication will enable different ways 
to view incidents, how they escalate, 
how they move around an enterprise, 
etc. "That's where big data comes into 
play," he says. Traditionally with secu- 
rity incidents, he says, "we'd be finding 
a lot of needles in the haystack. We just 
didn't know what was the right needle 
to look at." Big data, however, enables 
narrowing "that aperture to have fewer 
things that are anomalies and look at 
more important things." 

ALL ABOUT THE DATA 

Kindervag defines security ana- 
lytics as big data merging with tra- 
ditional SIM (security incident 
management) tools and NAV (net- 
work, analysis, and visibility) to ac- 
quire "insight to what's going on 
within the internal site, not just the 
perimeter." Security analytics isn't 
a trend, he says; instead, "we've 
reached the limits of what we can 
learn just from the edge where the 
traditional SIM players play, the ones 
that limited themselves to syslog data 
primarily. You only saw one-half of 
your environment. You were blind to 
the other half, and we call that NAV." 

Kindervag says what the se- 
curity industry must now address 
isn't who has gotten through the 
perimeter but if data is leaving the 
environment. "And any of the data 
breach reports you look at tell us 
one thing, that we don't have much 
situational awareness," he says. 
Beyond most businesses not discov- 
ering their own breaches, he says, 
detecting breaches can take a year or 
longer. "That's unacceptable in the 
modern world where what we have 
to worry about, the thing that has 
value, is the data itself," he says. 

By becoming more data-focused, 
businesses can understand how to 
better protect data and better look 
for data leaving the environment, 
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"We're now focused on behavior and how 
things happen vs. singular events, and 
we're doing it in a way that human beings 
can understand. I think now we have a 
chance of changing the game on how we 
approach security/ 7 

JR Reagan 

principal, Deloitte & Touche 



Kindervag says. "And we can only 
do that if we can analyze lots and 
lots of data. The value of big data is 
that we can no longer do this man- 
ually/' he says. Years ago, humans 
looked at alerts from SIM tools or 
IDS [intrusion detection system], but 
this limitation no longer works, he 
says, "because we understand at- 
tackers can get through our perim- 
eters. There's too much data for a 
human being to analyze, so we need 
to leverage computational resources 
to do that." Big data enables storing 
these resources, he says, but we need 
better analytics tools to analyze the 
big data stores and narrow it down 
in order to learn how to mitigate 
events occurring. 

Currently, Kindervag says, busi- 
nesses are so worried about network 
availability and uptime, they've "cre- 
ated a set of incentives that allow at- 
tackers to steal data before we can 
respond to it." Security analytics 
tools will "give us inside and outside 
visibility that we haven't had before 
and allow us to make better deci- 
sions," though the processes, staffing, 
and response procedures required 
are still being worked out, he says. 
"There are only a few companies that 
are really doing that and they're not 
that mature yet," he says. 

THE HURDLES 

Before security analytics solutions 
see widespread adoption, Stiennon 
says the ecosystem of solutions, from 
sandboxes and researchers down to 
internal enforcement, must be tied to- 
gether. Large organizations have the 
expertise to do this, he says. Smaller 
organizations will see capabilities 
offered in standalone products and 
managed services. 

Reagan says another hurdle is lack 
of imagination. "There's plenty of 
data, and we will get more. We have a 
lot of sophisticated software and hard- 
ware that's being approved every day. 
It's more on how do we approach the 
problem and doing it in a way that's 
not historical," he says. A business, 



for example, could use analytics to 
imagine how certain attacks happen 
in order to shape the enterprise and 
defenses in a way that's a "bend-not- 
break kind of cycle," he says. Another 
possibility is taking a risk-based ap- 
proach, he says. "I don't have to attack 
everything. I can attack the impor- 
tant things," Reagan says. "Maybe I 
don't have to defend all the DoS at- 
tacks coming from a particular state. 
Maybe I focus on all the things coming 
from overseas. It opens up new ways 
of looking at things, and I'm really 
excited about that." 

Reagan's excitement also extends 
to "visualization — that we can begin 
to see much more in different ways. 
It's not just a stoplight chart any- 
more. It's not just a pie chart any- 
more. That we can begin to have 
some very unique visualization: 3D 
graphs, incidents plotted on geo- 
graphic maps, drilling down into 
different layers, being able to see ani- 
mation to figure out the complexity." 
Roadblocks to such abilities, he says, 
are most enterprises "aren't currently 
architected for this" and currently 
there aren't many big data analytics 
experts in security shops. 

TOMORROW'S SECURITY 

Knowing what's going on in your 
environment, "which we don't know 
now," is what security analytics 
offer, Kindervag says. "The bottom 
line is when I go to a lot of companies 
and say, 'Can you tell me if there's 
a data breach going on right at this 
moment?" if they're honest, they'll 



so no." Until we can see "there's a 
thief leaving our house with our big 
screen TV," Kindervag says, "you're 
never going to be able to protect your 
big screen TV. And we have a lot of 
people saying, 'Didn't we used to 
have a big screen TV on that wall?'" 

Reagan says bigger enterprises 
will take advantage of security ana- 
lytics first, though they'll need smaller 
startups' contributions to get a "leg 
up in terms of toolsets and taking big 
data technologies and applying them 
to patterns of security. Stiennon says 
individual products are now available 
to take advantage of security analytics, 
but they're expensive. Long-term, ca- 
pabilities will be available in all secu- 
rity products, he says, from endpoint 
antivirus to gateway UTM (unified 
threat management) appliances. All 
SIM vendors are moving in the direc- 
tion of security analytics, Kindervag 
says, and other companies and startups 
are also entering the market due to its 
"hot" potential. 

For enterprises interested in em- 
bracing security analytics, says 
Kindervag, the first step is the dis- 
covering and classifying their data. 
"Big data and security analytics help 
us discover and learn more about our 
data. Eventually over time, our data 
will tell us how to protect us," he says. 
"It will give us a lot of those clues. But 
until you know what data you have 
in your environment that's toxic, that 
gets you in trouble, where it's located, 
and how it's being protected you're 
just going to create false senses of se- 
curity in your environment." 
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Business Process 
Management 



LetCIOs Unlock The Potential 



IT departments in the not-so-dis- 
tant past mainly introduced technol- 
ogies that were supposed to boost 
productivity, save costs, or improve 
overall efficiency. However, the spe- 
cific business needs of an enterprise 
were not given as much importance. 
Now, enterprises are increasingly re- 
alizing that the business needs of an 
organization should exclusively de- 
termine which IT technologies they 
need to adopt. 

With the use of BPM (business pro- 
cess management) software, enter- 
prises are increasingly taking the 



business-first approach one step fur- 
ther. Enterprises do this by using the 
software not only to make their pro- 
cesses more efficient, but ultimately 
to unlock their latent potential by 
transforming how they do business. 

"A new-era BPM is about iden- 
tifying and codifying tasks, iden- 
tifying where there is a mismatch 
between outputs and inputs be- 
tween tasks, and enabling these 
mismatches to be easily plugged 
through/ 7 says Clive Longbottom, 
founder of and analyst for Quocirca 
( www.quocirca.com ). "BPM is also 



about making sure that such ephem- 
eral and dynamic process flows are 
fully audited and managed across 
complete value chains — not just 
within the organization." 

A successful deployment of BPM 
requires a close collaboration be- 
tween the CEO, other business heads, 
and the CIO, which represents the 
IT department that must install and 
maintain BPM applications. Here are 
some things to keep in mind to make 
sure a CIO of a large organization can 
implement BPM in ways that take full 
advantage of its potential. 



Key 
Points 



The CEO and other senior 
executives must collaborate 
and work very closely with 
the CIO in order to suc- 
cessfully deploy BPM. 



ClOs need to understand 
how business processes 
can benefit from BPM in- 
stead of just learning how 
the technology works. 



Enterprises must allow ClOs 
to realize BPM's full poten- 
tial and not limit its use to 
saving costs or improving 
process efficiencies. 



Enterprises should 
adopt BPM gradually in 
incremental stages until 
it is used throughout the 
organization. 
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"A BPM approach puts the business com- 
pletely in charge of what's happening, and 
puts IT where it should be as a facilita- 
tor to the business, rather than as a con- 
straint/ 7 

Clive Longbottom 

founder and analyst, Quocirca 

'The CEO and CFO might say that the 
organization needs to be more focused on 
their business processes and so they take 
on a BPM project to identify their core pro- 
cesses and to understand how well they 
operate and then communicate that to IT." 

Maureen Fleming 

analyst and program vice president, BPM and middleware, IDC 




"Most IT organizations are very passive 
about BPM and are waiting to see what the 
business brings to them. There are excep- 
tions, when very business-oriented CIOs 
work in close partnership with business 
executives who are looking to change the 
business models or how they serve cus- 
tomers in a profound way." 

Connie Moore 

vice president and principal analyst, Forrester Research 



NEW ROLES 

Understandably, most enterprises 
want to continuously improve or 
transform their business processes. 
But in many cases, that is not the 
main goal of the IT department. A 
CIO might introduce a new applica- 
tion or technology to the enterprise 
to save costs or boost productivity 
without thinking much about how 
it might help the enterprise fulfill 
specific business needs or goals. But 
BPM requires a new mindset that the 
CIO must adopt; he or she must un- 
derstand the business's goals, needs, 
and processes before even thinking 
about technology. 

"A BPM approach puts the busi- 
ness completely in charge of what's 
happening, and puts IT where it 
should be as a facilitator to the busi- 
ness, rather than as a constraint/' 
Longbottom says. 

Given BPM's business focus, 
many CIOs are also unaware of how 
the software can bring value to an 
organization. "Most IT organiza- 
tions are very passive about BPM 
and are waiting to see what the busi- 
ness brings to them," says Connie 
Moore, vice president and principal 
analyst for Forrester Research (www 
.forrester.com ). "There are exceptions, 
when very business-oriented CIOs 
work in close partnership with busi- 
ness executives who are looking to 
change the business models or how 
they serve customers in a profound 
way. But that is a very small sliver of 
IT [organizations]." 

However, IT departments are 
not entirely to blame. "I am not just 
bashing IT," Moore adds, "because 
there is often a lack of interest on 
the business side in BPM [outside 
of IT]." 

Most large organizations have 
"process excellence groups" or ef- 
ficiency experts. The top executives 
of these groups report to the CFO or 
CEO. However, they lack the back- 
ground in technology to manage a 
BPM rollout or to help the CIOs of 



today's large organizations get a 
better grip on their companies' op- 
erations with BPM. "These people, 
generally speaking, have no soft- 
ware background and are almost 
allergic to software," Moore says. 
"These groups need to merge with 
IT, but in the majority of the time, 
they don't even interact with the IT 
department. But until these status 
quos change, businesses will not see 
significant changes and improve- 
ments by using BPM." 

The CEO or CFO can work directly 
with the CIO and IT department to 



implement BPM. Maureen Fleming, 
an analyst and program vice presi- 
dent, BPM and middleware, for IDC 
( www.idc.com ), says, "The CEO and 
CFO might say that the organization 
needs to be more focused on their 
business processes and so they take 
on a BPM project to identify their 
core processes and to understand 
how well they operate and then com- 
municate that to IT." 

GETTING RADICAL 

Many enterprises adopt BPM and 
get very positive results but stop 
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short of allowing CIOs to take full 
advantage of what it can offer. An 
organization might use the software 
to save costs or to boost the overall 
efficiency of operations but without 
further integrating it across the 
organization in a way that might 
otherwise transform the enterprise. 
When adopting BPM, CIOs need to 
realize that they can use it to trans- 
form or even reinvent how an orga- 
nization operates. 

"BPM normally gets rolled out 
as a project and is not all-encom- 
passing, nor does it involve the 
entire company. Most likely, a 
business executive who runs some 
part of the organization wants to 
change how they are doing things 
and then turns to IT," Moore says. 
"They typically see a lot of costs 
they can take out, and inefficien- 
cies, and they go to IT and get sup- 
port for this project." 

But using BPM just to save costs 
or to boost department efficiencies 
is a way that enterprises typically 
short-change themselves by not 
taking advantage of the IT depart- 
ment's ability to transform an enter- 
prise's business processes by using 
BPM, Moore says. "The biggest 
problem is in untapped potential — 
they implement BPM, they get less 
than 30% in productivity gains, and 
that is all they shoot for," Moore 
says. "It is like the difference be- 
tween a candle burning in the night 
and a huge light source." 

Using BPM to its fullest poten- 
tial involves letting the CIO change 
processes in a customer-centric way, 
Moore says. "BPM should change 
your company from a competitive 
perspective. Otherwise, you might 



be saving a million dollars in effi- 
ciency, but you are not becoming the 
next Amazon or are not shaking up 
the industry." 

The CIO should thus put the tools 
in place so that BPM does not change 
just one department, Moore adds. 
"You are looking at changing ev- 
erything," Moore says. "This is the 
highest impact way. It shifts from 
being about cost-reduction to being 
about customer experience and en- 
gagement, greater value, innovation, 
and more things that senior execu- 
tives want to get done." 

An example of when CIOs are able 
to use BPM to realize an enterprise's 
strategic goals is when a company is 
able to use BPM to offer customers 
access to any service that it offers 
from any of its brands, according to 
Fleming. "BPM can help a company 
figure out how to create a unifying 
set of processes that allow customers 
to . . . identify and purchase services 
from all of an organization's brands 
at once," Fleming says. "It goes all 
the way from order to fulfillment of 
delivery, across all of the brands. So 
you have people all over the world, 
with different product lines, all work- 
ing as a team to figure out how to 
make a process work as if it is all the 
same thing." 

Indeed, BPM should generate a 
major revamp of the entire organiza- 
tion's operations, from the databases 
to the company's website. "BPM is 
radical," Fleming says. "It should 
thus radically change how the com- 
pany operates." 

THE ROLLOUT 

Before the rollout, it is critical to 
use collaborative discovery tools, 



which analyze the efficiencies of 
different business processes. "Once 
you finish your discovery, organi- 
zations understand how a process 
operates and they understand how 
it can be improved," Fleming says. 
"You then move into the phase 
where you are making a business 
case about how your business can 
change because you are changing 
how your process operates." 

The CIO should also not be 
tasked with transforming an organi- 
zation's entire operations with BPM 
immediately, even though applying 
BPM across the entire organization 
should be the eventual goal. "When 
companies are starting to revamp 
their entire process structure, they 
should start with something that 
is important but also smaller and 
simpler. So you can come up with 
a large roadmap and then identify 
the points where you want to start." 
Fleming says. 

The idea is to constantly innovate 
with BPM but in short increments. 
"There should be much more in- 
teraction between the CIO and IT 
and business groups [as the project 
progresses] so that you can accept 
the technology change or determine 
it is not right and then go back with 
each phase," Fleming says. "This 
way, there are no bad surprises, so 
there is no waiting for two years for 
something and then learning that it 
is not what you wanted at all." 

There is an obvious learning 
curve involved for most of the or- 
ganization — from planning through 
implementation. "So doing it in 
an incremental way allows you to 
gain the confidence that you have 
a team in place that is skilled at 
using the technology and learning 
how to design the processes," 
Fleming says. "[The enterprise] also 
has access to the professional ser- 
vices that have been working with 
you on the designs so that you are 
skilling yourself as you get to in- 
creasingly more challenging and 
difficult processes." 



» BPM Licensing & Maintenance Service Sales Worldwide 

2010 $2.6 

2011 ^^^^^^^^^^^^^^^^^^^H$3 

2012 ^^^^^^^^^^^^^^^^^^^^H $3.3 
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Unified Threat 
Management 

Standalone Security Solutions Can Now Live Under The Same Roof 



Security is always an issue for com- 
panies as they try to find innovative 
ways to counteract the new threats that 
emerge every day. And in some cases, 
as vendors move to create solutions, 
security tools begin to splinter out into 
silos where they struggle to commu- 
nicate with one another and work to- 
gether to prevent those threats from 
getting through. 

UTM (unified threat management) 
systems take all of those individual, 



standalone security solutions and 
combine them into a single product 
with centralized management. And 
by grouping these security tools, you 
can overcome the network security is- 
sues that most businesses face today. 

"Security professionals have rec- 
ognized that modern information se- 
curity challenges require more than 
what a traditional firewall could offer," 
says James McCloskey, senior research 
analyst with Info-Tech Research Group 



( www.infotech.com ). "The toolkit that's 
required to protect a network, at its 
edge in particular, has had to expand 
over the years to include things like in- 
trusion detection and prevention sys- 
tems, data leak prevention tools, Web 
content filtering, both inbound and 
outbound, and in some cases email 
security and hygiene." 

McCloskey says vendors in the 
UTM space come from a variety of 
backgrounds, including those with 



Key 
Points 



The goal of UTM is to take 
multiple standalone secu- 
rity solutions and combine 
them into one, more easily 
manageable appliance 
that sits near the network 
perimeter. 



UTMs can consist of a 
number of solutions, such 
as firewalls, intrusion de- 
tection systems, and much 
more. And they often 
feature flexible licensing 
options for future add-ons. 



Vendors are working 
on performance issues 
with UTMs and are 
also developing UTMs 
that can be deployed 
internally for an extra 
layer of security. 



Some larger organizations 
may not get the performance 
they require from UTMs due 
to the degree of convergence 
involved, but almost all SMBs 
can benefit in some way from a 
UTM implementation. 
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"Not all features of a UTM device need to 
be implemented at once. Since these are 
managed devices, they do need periodic 
updates to their detection capabilities, 
threat definitions, blacklisted websites, 
etc. Usually these updates are sold on a 
subscription basis, and a customer need 
not subscribe to all of the services the de- 
vice could provide." 

Ed Ferrara 

principal analyst, Forrester Research 



"As a customer, if I've embraced [the 
managed service provider] model, then I 
want to look at my UTM provider to see if 
my provider can manage not just the box, 
but all of the features I wish to have on 
this appliance." 

Eric Ahlm 

research director, Gartner 




extensive firewall experience or those 
who are more familiar with IDP (in- 
trusion detection and prevention). 
These vendors start with their main 
expertise as a foundation and then 
add new features until they arrive 
at a converged environment, which 
is capable of handling nearly all of a 
network's control and traffic inspec- 
tion duties from a single box. 

"All of those solutions really come 
down to unpacking packets, taking a 
look at what's in them, and deciding 
whether or not it's right for the or- 
ganization to allow that to go in and 
out," says McCloskey. "When you 
think about it that way, you realize 
that having all of these disparate so- 
lutions in place means that every one 
of them is unpacking packets and de- 
ciding what needs to happen before 
passing it along to the next device 
that will do the same thing. UTM is 
smarter that way in the sense that it 
unpacks it once and takes a look at all 
of the information at once." 

MOST COMMON FEATURES 
TO LOOK FOR 

In addition to IDP, DLP, and email 
security, companies can also choose 
from quite a few other features to 
add to their UTM arsenal. According 
to Ed Ferrara, principal analyst with 
Forrester Research ( www.forrester 
.com ), UTM systems will often have 
antimalware tools, application con- 
trols, VPN connections, vulnerability 
management, WAN optimization, 
and much more. They can even allow 
IT administrators to "blacklist web- 
sites due to content or malicious be- 
havior," Ferrara says. 

Eric Ahlm, research director at 
Gartner ( www.gartner.com ), agrees that 
these security features are important 
and some of the most common fea- 
tures available in UTM solutions, but 
adds that vendors also offer "innova- 
tion around advanced threats and Web 
application identification." UTM solu- 
tions with application intelligence tools 
built-in allow users to not only monitor 
Web applications themselves, but also 



see what's happening on the website 
that hosts the application. 

FLEXIBILITY AROUND 
COST, LICENSING 
& IMPLEMENTATION 

Convergence and the sheer number 
of tools available are major ben- 
efits of UTM systems, but there are 
plenty of other reasons to invest in 
a UTM if you're looking to improve 
your perimeter security. For instance, 
McCloskey says that with a UTM so- 
lution, you'll see "a lower cost overall 
both from a capital and ongoing cost" 
standpoint. He says that UTM "is 
more expensive than any single" se- 
curity solution, "but it's less expensive 
than the combination of all of them." 
For companies seeking to beef up se- 
curity with additional defense tools, 
a UTM solution is a much less expen- 
sive way to reach their goal. 

Another major benefit of UTM so- 
lutions, which can also relate to cost, 



is the licensing flexibility. If you es- 
chew using UTM and opt for an in- 
dividualized approach, you have to 
purchase a new solution from one 
vendor or many vendors in order to 
cover every aspect of defense. But 
if you opt for a UTM approach, you 
can simply invest in one piece of in- 
frastructure, one central appliance, 
and then pay for the licenses of what- 
ever tools you want to use. It's an a 
la carte approach that Ahlm says can 
be a money saver and time saver for 
organizations. 

"[Vendors] will sell you a bundle 
with everything or they'll sell you 
a limited set bundle with just fire- 
wall, so that as you grow, you just 
call your sales representative, get a 
new license, put it on your gateway 
that's already in you network, and 
voila, you have more features. One 
of the big benefits is that you don't 
have to redo your architecture every 
time you add these new features. The 
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"Any organization that is taking a look at 
their perimeter security posture should 
be seriously considering a UTM. Even if 
they're not going to take advantage of all 
of the features right way, it's going to be 
a cheaper path to getting better network 
security than if they decide to bolt on a 
separate solution later on." 

James McCloskey 

senior research analyst, Info-Tech Research Group 



gateway is already in the network 
that can perform those functions." 

This same flexibility idea works for 
UTM updates. Ferrara says that up- 
dates are usually "sold on a subscrip- 
tion basis," and that "a customer need 
not subscribe to all of the services the 
device could provide." In essence, you 
could purchase a license for a secu- 
rity solution, decide you don't need it, 
and then when the next update rolls 
around, you simply let your license 
expire. It provides a level of scalability 
that many growing companies require. 

PERFORMANCE ISSUES 
FOR LARGER COMPANIES 
TO CONSIDER 

Most of the benefits we've discussed 
have a direct correlation to the size and 
performance requirements of small- to 
medium-sized businesses. But because 
larger enterprises often have higher 
performance standards and different 
needs in general, UTM solutions may 
not be a perfect fit. "When you con- 
verge onto a single platform, perfor- 
mance can be questionable," says 
Ahlm. "And you also might have some 
cross lines and separation of duties. 
Some of these controls might classically 
be managed by different departments 
in a larger organization, so that would 
be a negative to have those converged 
onto a single platform." 

For smaller companies, high perfor- 
mance isn't necessarily an issue, and 
those companies often have "one guy 
doing security, so separation of duty 
usually isn't an issue either," Ahlm 
says. There are also situations where a 
company simply "doesn't care about 
costs" and "wants a separate appliance 
for firewalls, intrusion detection sys- 
tems, and so on," he says. 

Another issue for larger enter- 
prises is that they often "lose what is 
referred to as defense in-depth," says 
McCloskey. "The idea of having a best- 
in-breed solution for every one of those 
points might give you a slightly better 
overall security performance if you're 
in a position where you're able to op- 
erate all of those individual solutions 



effectively." Larger companies have the 
benefit of being able to pay for a larger 
security staff, which would be capable 
of managing multiple standalone sys- 
tems, whereas smaller business may 
not have "the bandwidth on their se- 
curity or network operations staff" to 
handle individual security tools. 

McCloskey says that some orga- 
nizations with particularly strong 
regulatory and compliance obliga- 
tions will sometimes think that UTM 
won't provide the performance they 
need, but he asks those companies to 
reconsider. "I would say that even for 
a regulated industry, if they're in a 
position where they haven't already 
implemented standalone pieces to 
do all of these functions, they really 
should take a hard look at UTM as 
a way to make sure they're not un- 
duly exposed to Internet threats." It 
all comes down to how large your 
company is, what your performance 
needs are, and whether or not you 
can get the protection you need from 
individual solutions vs. a more uni- 
fied security front. 

THE FUTURE OF UTM 

Ahlm and McCloskey don't want 
to give the impression that UTMs are 
an absolute no-go for larger enter- 
prises, because that isn't necessarily 
the case. In fact, Ahlm points out that 
some vendors are "claiming unbe- 
lievable performance with conver- 
gence" for their UTM offerings. And 



these manufacturers "endeavor to 
blur the performance line or make it a 
non-issue in an attempt to push their 
UTM products up market to larger 
enterprises," he says. And while 
Ahlm can't definitively say whether 
or not these systems will deliver on 
their performance promises, it's still 
a good sign for larger enterprises that 
vendors are making an attempt. 

McCloskey warns that "UTM is 
not a silver bullet" and that "there's 
still a place for some standalone solu- 
tions." For example, some companies 
like to "have firewalling inside their 
network and not just at the perim- 
eter," he says. This approach allows 
IT administrators to add extra secu- 
rity to more vulnerable zones within 
the organization. But McCloskey says 
that the real goal for vendors and 
companies alike is to be able to have 
"a UTM device at the edge [of the 
network] and manage it in the same 
console as standalone devices that are 
performing independent functions 
inside your network." 

"That's really the Holy Grail: being 
able to take the functions of UTM 
and use the ones that you're going to 
need at the right places inside your 
network," says McCloskey. "The 
place where that is most relevant 
right now is on the perimeter, but as 
the UTMs become more capable and 
flexible, I think we'll see more oppor- 
tunity for them to be deployed inside 
the network as well." 
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The Science Of Sensors 

Sensors, Machine-To-Machine Networks & The Colossal Internet Of Things 



YEARS FROM NOW, IT'S LIKELY THAT 

businesses will not only know the 
status of every product they have in 
the supply chain, they'll also know 
the condition of each. Thus, beyond 
knowing how many gallons of its 
milk are sitting on store shelves, for 
example, a dairy business will know 
the temperature of each gallon. If a jug 
goes bad before its expiration date, the 
company will have data pointing to 
why. Helping make such data available 
will be Internet-connected sensors. 

" The sky is the limit when thinking 
about sensor-connected things," says 
Dan Shey, practice director, mobile 



services, with ABI Research ( www.abi 
research.com ). Sensors can relate to pres- 
sure, temperature, piezoelectricity, radia- 
tion, magnetism, chemistry, and other 
areas. The question is whether there's 
"immediate value in the sensor data, 
and in some cases there [is]/' Shey says. 
A temperature sensor in a transformer 
measuring cooling oil temperature, for 
example, could alert a utility when the 
oil gets too hot, leading to either ser- 
vicing the transformer or, if it's danger- 
ously hot, warning workers and shutting 
it down. 

Here we'll take a look at the Internet- 
connected sensor market, what sensors 



can do, their role in M2M (machine-to- 
machine) networks and the "Internet 
of Things/' and how manufacturers are 
incorporating sensors into devices. 

NOTHING NEW 

Matt Hatton, director of Machina 
Research ( www.machinaresearch.com ), 
says connected sensors are "a complex 
beast," primarily because sensors and 
the IoT (Internet of Things) are also 
complex. "We tend to define or char- 
acterize them as a single unified thing, 
when really they aren't," Hatton says. 
"They're really a diverse bunch of sen- 
sors and inputs to a variety of things 



Key 
Points 



Internet-connected 
sensors are expected 
to play a major role for 
the significant near-term 
growth anticipated for 
the overall sensor global 
market. 



Internet-connected 
sensors are key to en- 
abling the creation and 
proliferation of M2M 
(machine-to-machine) 
networks and thus the 
'Internet of Things/' 



One research firm is 
predicting the killer app 
for connected sensors 
will be the energy sav- 
ings they make possible 
in commercial and 
residential buildings. 



One example of connected 
sensor usage that could save 
businesses money in the fu- 
ture is the use of smart devices 
that cut down on the number 
of maintenance-related calls a 
business makes. 
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" [Subnets] focused on particular 
geographical locations or particular 
companies or vertical sectors" tend to 
have the greatest value. 



that include business processes, envi- 
ronmental programs, or any number of 
other things/' Examples of sensors, he 
says, include seismic sensors used for 
earthquake monitoring, those in CCTVs 
(closed-circuit television) used for public 
safety, and those that detect how cars 
or people are moving. 'This is an in- 
credibly diverse field, and I think the 
concept of the Internet of Things sums 
it up pretty well because it's just about 
things. It's everything you could pos- 
sibly imagine acting in some form of 
a sensor." 

As Sarah Rotman Epps, Forrester 
Research ( www.forrester.com ) senior 
analyst says, "sensors are nothing 
new." What is new is that vendors 
are wrapping services around sen- 
sors, connecting them to other de- 
vices and to the cloud, layering 
intelligence over them so as to draw 
meaning from the data they pro- 
vide. Various consumer devices are 
drawing attention to sensors of late 
as they incorporate sensors for such 
things as health- and fitness-related 
data gathering. Traditionally, says 
Rotman Epps, large numbers of con- 
sumers haven't worn such devices on 
their bodies, but now some are doing 
so. Although less visible, industrial 
sensors used in manufacturing, med- 
ical, and military sectors are prob- 
ably more widespread, Rotman Epps 
believes. Still, she says, "what's going 
on in the consumer side is that it has 
inspiring new uses." 

Connected sensors are also gaining 
attention due to the buzz M2M net- 
works and the IoT are generating. Bill 
Menezes, principal research analyst 
with Gartner ( www.gartner.com ), says 
that Gartner defines M2M commu- 
nications as solutions that integrate 
sensors, actuators, communication 
devices, and other elements into in- 
formation systems that use secure 
network connectivity and that result 
in the ability to "automate opera- 
tional and business processes based 
on 'events' in their environment." 

Conceptually, Menezes says, the 
IoT describes the use of the Internet 



to connect smart devices — consumer 
devices, automobiles, city infrastruc- 
ture, enterprise assets, etc. — "so that 
these new endpoints can be con- 
trolled and /or can create and receive 
a data stream from one another or 
from conventional computing envi- 
ronments." Beyond sensors, Gartner 
counts switches, GPS modules, cel- 
lular- or wireless LAN-connected 
gateways, and remote control panels 
as smart devices. 

Overall, the connected sensor 
market belongs to a larger ecosystem 
that includes device makers (em- 
bedded semiconductor, sensor, and 
communications interface OEMs), 
application developers, connec- 
tivity providers (wired and wireless 
telecom network service providers, 
satellite communications providers, 
and data networking service pro- 
viders), developers of management 
solutions for the operational tech- 
nology and information technology 
elements that interact with connected 
sensors, and system integrators and 
outsourced connected device solution 
providers, Menezes says. 

Peter Cooney, ABI Research prac- 
tice director, says his firm prefers 
the term IoE (Internet of Everything) 
to IoT, as it entails "things, people, 
animals, etc." and "the linking of bil- 
lions of devices from smartphones to 
heart rate monitors in a simple and 
effective way." Though many are 
hailing 2013 as the year of IoE, he 
says, it won't reach its potential for 
many years, with the next five being 
pivotal in establishing growth and 
cementing it as a tangible concept 
with consumers. "However, more 
than 10 billion wirelessly connected 



Matt Hatton 

director, Machina Research 



devices are in the market today and 
by 2020 this is expected to be over 
30 billion," he says. Key to growth 
is monetization (via sales of ICs, de- 
vices, apps, systems, etc.) and po- 
tential cost savings. "For example, 
by making an appliance smart you 
could save on maintenance-engineer 
call-outs and thus save money," 
he says. "In all these cases, two of 
the main components needed are 
sensors and connectivity." 

SENSORS IN USE 

In the recently released "Sensors 
for the Internet-of-Things: 2013- 
2020" report, NanoMarkets states 
that the IoT "is essentially all about 
sensors, without which it cannot 
achieve its promised function- 
ality." NanoMarkets predicts the 
global market for IoT sensors will 
total roughly $1.6 billion this year 
but reach $17.6 billion by 2020 as 
increasing numbers of sensors con- 
nect to the Internet directly or via 
hubs. NanoMarkets also states the 
IoT could instigate "a remaking of the 
sensor industry, generating hundreds 
of new opportunities for Internet- 
connected sensors." NanoMarkets' 
report explores the potential for 
Internet-connected sensor products 
across six industry areas: home auto- 
mation, commercial building automa- 
tion, media and gaming, healthcare, 
the "industrial Internet," and trans- 
portation and logistics. Devices cov- 
ered include those that sense light, 
heat, touch /pressure, motion, sound, 
and gas /chemicals. 

A prominent area where con- 
nected sensor usage is often cited is 
in automobiles. Cooney says "cars 
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". . . data collected from [sensors] over 
many months and years can be used to 
improve product design and performance 
or predict product capability in the future, 
including complete failure." 



Dan Shey 

practice director, mobile services, ABI Research 



are already packed with sensors," as 
air bag systems were one of the first 
applications to use accelerometers. 
Other sectors often cited as using sen- 
sors include: 

• Industrial (temperature or vibra- 
tion monitoring of manufacturing 
machinery; detecting noxious chem- 
ical presence, fluid, or gas pressure 
variations) 

• Consumer (accelerometers, gy- 
roscope, temperature, flooding, 
smoke, carbon monoxide, glass 
breakage, and proximity) 

• Business (monitoring foot traffic; 
lighting, HVAC, and security sys- 
tems in smart buildings 

• Medical (heart-rate monitors, fall 
detectors, electrocardiogram, blood 
pressure, and oximeters) 

• Environmental (seismic monitoring) 

Sensors will also support "cognizant 
computing," says Menezes. That is a 
concept in which consumers will use 
and interact with various "invisible" 
connected, sensor-enabled devices, 
thus creating "cognizant ecosystems in- 
dependent of a platform or operating 
system." An example includes personal 
home command and control services 
connected to sensor-driven cameras, ap- 
pliances, and switches, which enables 
receiving notifications, controlling ac- 
tivities, and changing states contextually 
based on time, location, and proximity 
of activity. 

Rotman Epps cites the use of sen- 
sors for factory automation quality con- 
trol purposes to provide a finer level 
of sensitivity than might otherwise be 
possible. Sensors are also used in office 
furniture, she says, where they play a 
role in programs that explore occupancy 
patterns with the goal of enhancing pro- 
ductivity and collaboration. Using this 
data, recommendations can be offered 
for how to use space more efficiently or 
reconfigure space, she says. 

NanoMarkets states the biggest rev- 
enue for IoT sensors will stem from au- 
tomation of commercial and residential 
buildings. Energy control will be "the 
killer app," it states, citing that a 1% 



savings in commercial building energy 
costs globally would total $62 billion in 
savings through 2020. 

An example of connected sensor 
usage in a commercial building sense 
involves Microsoft. According to the 
post, "88 Acres: How Microsoft Quietly 
Built the City of the Future," rather 
than follow a proposed $60 million 
plan to acquire energy savings and ef- 
ficiency gains across Microsoft's 500- 
acre headquarters campus, Microsoft 
engineers instead took an IoT and big 
data approach and created software 
that pulls together thousands of dis- 
similar sensors from various networks 
to enable equipment and buildings to 
communicate. Reportedly, Microsoft 
has saved energy and millions in main- 
tenance and utility costs. Additionally, 
it's collecting millions of data transac- 
tions daily to help manage buildings 
with better diagnostics and intelligent 
decision-making abilities. 

SUBNETS OF THINGS 

Hatton says while many people 
believe the value of the IoT relates to 
bringing together data across various 
divergent platforms, Machina Research 
believes the majority of the IoT's value 
and benefit "comes from stitching to- 
gether those things from a particular 
area" via what's termed "Subnets of 
Things." For example, using sensors to 
stitch data together from public transit, 
vehicles, and smart city applications is 
handy, Hatton says, but "it's not par- 
ticularly handy when you stitch in data 
from somebody's diabetes monitoring." 
Instead, it's among the subnets "focused 
on particular geographical locations or 



particular companies or vertical sectors" 
that tend to have the greatest value. 
Although the IoT seems like the ulti- 
mate goal, he says, "we believe there's 
more value in the subnets." 

In Shey's estimation, the growth in 
sensors and the value they bring will 
come via the long-term assessment of 
things. "Much equipment and machines 
we use today are designed to last many 
years or even decades, so there isn't 
an immediate need to 'sense' them for 
failure or warranted operation — items 
like aircraft engines, buildings, HVAC 
equipment, home appliances, etc.," he 
says. "However, data collected from 
them over many months and years can 
be used to improve product design and 
performance or predict product capa- 
bility in the future, including complete 
failure." The data collected could be im- 
mense, he says, "so the sensor market 
will contribute to the need for the big 
data and analytics markets." 

A trend to watch in the sensor 
market is the role consumers will 
play, Shey says, especially when 
combining consumer data from sen- 
sors with social networks. "I think the 
nexus of activity in IoE over the next 
few years will be around the home, 
car, and mHealth, and early forms of 
the intersection will likely be used for 
businesses communicating sensing 
data specific about their products — 
mass communication or even opt-in 
type communications via their social 
network portals." Other forms of in- 
teractions will occur from machine to 
social network and social network to 
machine. "Note that privacy will be- 
come a bigger issue, as well," he says. 
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Hybrid Cloud Computing 

Combining Private & Public Environments For The Right Mix Of Privacy & Capacity 



Even though cloud computing has 
been around for quite some time, it 
is still considered a new frontier for 
some organizations. Many compa- 
nies are dabbling in private clouds or 
have some non-essential data stored 
in public clouds, but others are still 
waiting for the right combination to 
meet their needs. For that reason, in- 
terest is growing in hybrid cloud ap- 
proaches that are designed to combine 
the best of both worlds for organiza- 
tions that can't rely primarily on only 
a private or public cloud environment. 

The simplest definition of hybrid 
cloud computing is that it's a "com- 



position of two types of services: a 
private cloud service combined with 
a public cloud service," says Thomas 
Bittman, vice president and distin- 
guished analyst at Gartner ( www 
.gartner.com ). For instance, you may 
have a private cloud environment 
hosted inside your data center or in 
a third-party facility; there, your or- 
ganization's data resides on its own 
servers or storage array, separate 
from others' data. That environment 
is connected to a public cloud service 
(which is, by definition, hosted off- 
site) that handles non-mission-critical 
information and may store your data 



on the same server as another com- 
pany's data. 

The key to knowing whether or not 
you have a true hybrid solution is 
to make sure that those private and 
public environments are connected 
and can interact with each another. 
"A private cloud service ensures some 
level of isolation, while a hybrid cloud 
service provides isolation and privacy 
for a subset of the service, but not 
all," says Bittman. "Perhaps I have 
a service composed of private data 
and public data, or a portion of my 
compute is private, and another por- 
tion is public. Or perhaps I have the 



Key 
Points 



A hybrid cloud is a 
combination of public and 
private clouds that allows 
you to store sensitive data 
internally and move less 
sensitive workloads to a 
third-party service. 



The public side of a hybrid 
cloud gives you additional 
capacity, so if an applica- 
tion in your private cloud 
reaches maximum capac- 
ity, you'll have access to 
additional resources. 



The private cloud is 
100% isolated, with no 
public element. But it 
may also force you to 
spend more money if 
you need to expand or 
scale out in the future. 



Although the hybrid cloud 
may be seen as immature, 
it could also become the 
natural evolution of cloud 
computing so that companies 
have more flexibility and 
more storage options. 
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"Overdrafting is when you allocate a set 
of resources to an application, and when 
it gets super busy it consumes all of the 
available resources, overwhelming them. 
For this reason, many highly elastic appli- 
cations employ load balancers that spread 
client requests across a series of resources 
and can fire up additional resources when 
traffic goes up." 

James Staten 

vice president and principal analyst, Forrester 

"A private cloud service ensures some 
level of isolation, while a hybrid cloud 
service provides isolation and privacy for 
a subset of the service, but not all. Per- 
haps I have a service composed of private 
data and public data, or a portion of my 
compute is private, and another portion 
is public. Or perhaps I have the option of 
moving a workload out of a public cloud 
into my private cloud when my private 
cloud has additional capacity, even if the 
specific usage doesn't require privacy, just 
to utilize my capacity" 

Thomas Bittman 

vice president and distinguished analyst, Gartner 



option of moving a workload out of 
a public cloud into my private cloud 
when my private cloud has addi- 
tional capacity, even if the specific 
usage doesn't require privacy, just to 
utilize my capacity ." That is hybrid 
cloud computing. 

BENEFITS & USE CASES 

Hybrid clouds are designed to 
be flexible, as Bittman points out. 
You can either keep your public and 
private data completely separate, 
host applications internally or exter- 
nally, or have the option to take ad- 
vantage of additional capacity (both 
public and private) depending on 
the situation. But in order to make 
sure you are getting the most out 
of either the public or private side 
of your hybrid cloud, you need to 
"look at your app portfolio to de- 
termine which apps are really just 
commodities to your company/' 
says James Staten, vice president 
and principal analyst at Forrester 
Research ( www.forrester.com ). 

Applications that are considered 
commodities and don't necessarily 
use the most sensitive information 
could be candidates for the public 
cloud. And your other applica- 
tions may have a better home on- 
premise. Having the option of 
hosting mission-critical applications 
in-house while moving other apps 
to the public cloud where storage 
is generally less expensive, you 
can offset the cost of your in-house 
equipment. This can aid in the con- 
solidation process and help you 
minimize the amount of internal 
resources you need to store all of 
your data. 

Another area where hybrid clouds 
are beneficial is with overdrafting 
and cloudbursting. Overdrafting is 
when "you allocate a set of resources 
to an application, and when it gets 
super busy it consumes all of the 
available resources, overwhelming 
them," says Staten. This can lead to 
employees experiencing slow ap- 
plication load times and sometimes 



even the inability to access some 
pieces of data. Quickly growing 
companies sometimes suffer from 
overdrafting because they have a 
difficult time to determining just 
how much capacity they'll need at 
any given time. 

"A company could be in a po- 
sition [to need more capacity] be- 
cause of all the volatility in the 
market or because they're in a rapid 
growth phase where they may 
have sudden bursts in [capacity] 
requirements," says John Sloan, 
lead research analyst at Info-Tech 
Research Group ( www.infotech.com ). 



"They don't know what new proj- 
ects they're going to be working on 
next year. A hybrid model has a lot 
of value for them because it gives 
them that additional capacity on- 
demand that makes their infrastruc- 
ture more agile." 

Cloudbursting in a hybrid envi- 
ronment can be automatic, so that 
when an application reaches its 
maximum capacity it will simply 
burst into the public cloud, but 
Bittman warns that "most will be 
more static" where someone will ac- 
tually need to manually put in a re- 
quest for more capacity when they 
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"With hybrids, you can have your cake 
and eat it too in the sense that you can 
have that private cloud that's internal and 
then you can have access to an external 
cloud provider's resources. You get back 
some of the elasticity that you lose with a 
private cloud. These workloads are pre- 
dictable and are high-risk, high-value, so 
we want to keep them in-house and man- 
age them internally. But then these work- 
loads are less high-value and high-risk, so 
well move them to the external cloud but 
still manage it with a single pane of glass. 
That's a real value area for many organi- 
zations/' 



reach a certain limit. Either way, 
this flexibility opens hybrid cloud 
computing up to new potential 
use cases. To illustrate the point, 
Bittman uses the example of Black 
Friday, where more customers 
are flowing into retail stores than 
during the rest of the year. "We 
need to fire up some capacity for 
Black Friday, so we're moving cer- 
tain low-priority services or high- 
scaling loads to another provider 
temporarily," he says. Then, after 
the holiday season passes, you can 
scale back down so that you don't 
have to pay for that extra capacity 
you won't use. 

HYBRID VS. PRIVATE CLOUD 

There are many pros and cons to 
using either individual clouds or 
hybrid solutions. Private clouds are 
great if it's "owned capacity that you 
have in your own data center or from 
a service provider that has essentially 
corded off some capacity that you 
have access to," says Sloan. You also 
get the peace of mind that comes 
from knowing your data is protected 
and isn't in any way connected to 
a public cloud environment. This is 
particularly beneficial because cloud- 
bursting, if done incorrectly without 
security in mind, can open up your 
private cloud to outsiders simply be- 
cause there has to be an open con- 
nection of some kind between your 
internal and external clouds. 

Still, if you wholly rely on private 
cloud computing, you could end up 
spending much more money in in- 
ternal infrastructure than necessary. 
Some companies that implement pri- 
vate clouds simply store every piece 
of information in that environment. 
If you take that approach, you may 
always be pushing your internal 
storage capacity to the limit rather 
than utilizing it only for the best pos- 
sible use cases. Hybrid clouds give 
you the opportunity to store less crit- 
ical information in the public cloud at 
a lower cost, while keeping that sen- 
sitive data close to the vest on your 



internal infrastructure. As with any 
technology, it's all about balance and 
using each type of cloud based on its 
strengths while avoiding the weak- 
nesses as much as possible. 

THE FUTURE OF HYBRID 
CLOUD COMPUTING 

Bittman says that cloud computing 
in general is "very popular, but per- 
haps in most limited use cases that is 
what is assumed." He adds that start- 
ups, in particular, are "being born 
to thrive in the cloud." But he warns 
that "larger enterprises are a different 
matter entirely" and that long-term 
cloud computing isn't necessarily the 
cost-saver some companies might 
imagine. "Cloud computing is not 
about the same stuff done cheaper," 
says Bittman. "The major benefit is 
that an enterprise does not need to 
make a multi-year commitment for 
every specific service they need to de- 
ploy and spend a big bucket of cap- 
ital expense up front to do so." 

Bittman doesn't paint as bright of 
a picture of the hybrid cloud as he 
does for public and private clouds 



John Sloan 

lead research analyst, Info-Tech Research Group 



in general. He says that "hybrid is 
immature and the technologies for 
hybrid are immature. We are very 
early in hybrid, and therefore the 
risks are still great." For this reason, 
it's important to consider your 
overall cloud strategy and determine 
whether or not the hybrid cloud is a 
fit. And even though hybrid cloud 
computing is still in its earlier stages, 
you need to start thinking about it 
now, because you want to be in the 
right position to take advantage of it 
in the future. 

"When we surveyed two or three 
years ago, there's always 'what's to- 
day's project and what's tomorrow's 
project?' Sloan says. "A lot of organi- 
zations would say, 'we're interested 
in cloud computing but we're going 
to start with our internal cloud first. 
We're also going to look at oppor- 
tunities for external clouds for cer- 
tain workloads going forward.' If 
that's your strategy — starting internal 
and then going external — that's es- 
sentially a hybrid strategy, and you 
should be looking at the opportuni- 
ties around it." 
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V 



Storage Best Practices 

Advice For Working With Your Data 



Although SMBs typically lack the re- 
sources of their larger counterparts, in- 
cluding in terms of storage, this doesn't 
mean their data and responsibilities to 
it are any less important. To that end, 
consider the following best practices for 
dealing with storage issues. 

RECOGNIZE YOUR 
LIMITATIONS 

Normally, SMBs don't have the on- 
premises storage specialists that larger 
companies might, says, Mike Karp, vice 
president and principal analyst with 
Ptak/Noel ( ptaknoel.com ). Thus, any 
data-protection scheme an SMB employs 
must "by definition provide simple 
backups and simple recoveries." SMBs 
generally also lack the storage budgets 
of larger businesses but face many of 
the same issues pertaining to reliability, 
availability, security, regulatory com- 
pliance, backup, and disaster recovery. 
Greg Schulz, Server And StoragelO 



Group ( www.storageio.com ) founder and 
senior advisor, says this creates the chal- 
lenge of doing more with what's avail- 
able to meet increasing demands. 

DEVELOP A STRATEGY 

Schulz suggests SMBs pause, look 
past storage buzzwords, and focus stor- 
age strategy on "addressing needs vs. 
wants, requirements, objectives, and 
overcoming barriers or constraints from 
a business perspective." For example, 
rather than trying to build strategy 
around deduplication, implement a 
strategy around DFR (data footprint 
reduction) to counter the effects of stor- 
ing and retaining more data for lon- 
ger periods. 

KEEP THINGS SIMPLE 

When developing a storage philos- 
ophy, Karp advises to "go for simplicity 
every time." First, ensure all on-premise 
backups are D2D (disk to disk), which 



eliminates tracking down tapes and 
offers faster recovery times than tape. 
Second, "automate the process from the 
get-go," he says, which lets the company 
define the policies controlling automa- 
tion but not have to "remember to do a 
backup because the process remembers 
for you." Third, consider cloud-based 
backup and recovery services. 

STAY FLEXIBLE 

When establishing storage architec- 
ture, Schulz advises making it flexible, 
adaptable, and scalable in terms of per- 
formance, availability, capacity, energy, 
and economic effectiveness. Among 
other things, this requires looking years 
ahead and asking if the solution will 
scale with the company. 

DON'T TAKE SHORTCUTS 

David Hill, Mesabi Group ( www.mes 
abigroup.com ) principal, says whether a 
company employs 200 or 200,000 people, 
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Putting 1% or 2% of overall storage on 
an SSD "may provide a lot better perfor- 
mance, and you can basically cut back 
on a lot of high-performance disks 
because you won't need them anymore/ 7 

David Hill 

principal, Mesabi Group 

"Many SMBs still don't trust what they 
can't immediately put their hands on and 
have concerns about sending data into the 
cloud. It's time they got past that." 

Mike Karp 

vice president and principal analyst, Ptak/Noel & Associates 



it still must protect its assets and en- 
sure it does so properly. Thus, he says, 
don't skimp on functionality. For SMBs, 
the problem is the scale at which they 
can address problems. Creating another 
data center to tackle disaster recovery 
issues, for example, may be too costly. 
Hill says the cloud is making it easier for 
many SMBs to back up and do disaster 
recovery because "they don't have to 
own the site as such." 

Addressing backup issues, Schulz 
says, "is a great time to rethink and 
modernize data protection," some- 
thing that means evolving from 
simply swapping out one medium 
for another "to instead finding and 
fixing the problem." He advises 
conducting a BIA (business impact 
analysis), which helps avoid treating 
all data equal. "Modernizing backup 
means revisiting the RTO (recovery 
time objective) and RPO (recovery 
point objective), SLO (service level ob- 
jectives), and balancing the various 
threat risks to business enablement," 
as well as "clarifying customers' needs 
vs. wants," he says. (RTO is the time 
it takes to recover from an event; RPO 
is the maximum amount of time an 
organization can tolerate lack of ac- 
cess to data following an event.) All 
this will help determine and optimize 
how often and how granularly data 
and applications get protected, how 
many copies are created, and where 
and how long to keep copies. 

GO CHEAP WHEN POSSIBLE 

One way SMBs can save money is 
by storing less. Hill advises identifying 
logical areas where unused or nonessen- 
tial data is being stored. "The question 
is, how do we protect ourselves but at 
the same time be able to ask what can 
we delete?" he says. "If we can't delete, 
can we archive it?" 

Archiving, Schulz says, is some- 
thing companies should begin using 
for everyday storage optimization to 
make backups, BC (business continuity), 
and DR (disaster recovery) functions 
run faster; improve performance of da- 
tabases, email, home directories, and 



other items; and reduce the data foot- 
print impact to enable quicker move- 
ment or migration of data to various 
storage tiers. For organizations that 
must support growth but on fixed or 
reduced budgets, archiving databases, 
email, home directories, and file systems 
and migrating inactive or dormant data 
to another tier or medium until deciding 
what can be deleted or removed offers 
a quick and cost-effective solution, 
he says. 

STICK YOUR HEAD 
IN THE CLOUDS 

Karp says "many SMBs still don't 
trust what they can't immediately 
put their hands on and have concerns 
about sending data into the cloud. It's 
time they got past that." Beyond of- 
fering numerous service types and 
levels, cloud providers eliminate hard- 
ware and software purchase worries, 
he says, as the provider worries about 
what to use. "As a result, the decision 
becomes much less a technology-based 
decision and much more a business 
decision," he says. Companies are then 
left to worry about finding a provider 
offering required service levels, which 
are identified in a formal SLA, he says. 

When eyeing cloud providers, Schulz 
says "do your homework; understand 



the service capabilities, reliability, avail- 
ability, security, response time, SLAs, 
and SLOs." Also, run a proof of concept 
to identify concerns. "Above all else, 
make sure you encrypt your data before 
it leaves your premises or systems and 
gain trust and confidence in the pro- 
vider that you use," he says. 

DON'T SLACK ON SECURITY 

Security should be a given. Even 
if a company doesn't believe encryp- 
tion is necessary, Schulz says, "why 
take the chance of a drive or device 
going missing during repair or main- 
tenance, particularly with storage 
systems having built-in encryption 
now." Consider encryption as a rela- 
tively low-cost insurance plan "that 
minimizes impact and improves pub- 
lic perception of your capabilities," 
he says. 

TURN TO SSDS 

Hardware-wise, Hill advises consid- 
ering SSDs (solid-state drives) to im- 
prove performance on applications. 
Putting 1% or 2% of overall storage on 
an SSD, for example, "may provide a 
lot better performance, and you can 
basically cut back on a lot of high-per- 
formance disks because you won't need 
them anymore," he says. 



PCToday / July 2013 27 



ESSENTIAL BUSINESS TECH 

EXECUTIVES, PROFESSIONALS & ENTREPRENEURS 




Business Projector Guide 



Top Purchase Considerations 



Although certain aspects of the 
projector have remained constant over 
the years, many things have changed. 
If it has been a while since your com- 
pany has purchased projectors, a 
refresher course is in order. The fol- 
lowing details some key features and 
usage considerations to keep in mind 
when buying a new projector. 

PROJECTOR TYPES 

Before buying a projector, tackling 
a few key determinations can greatly 
help narrow down the many options 
available. These include calculating 
your budget, deciding how portable 
the projector needs to be, pinpointing 
what applications you'll use the 
project for, determining the devices 
to which the projector will likely con- 
nect, and knowing which workers 
will use it and in what environments. 

There are multiple projector types, 
including those aimed specifically at 



home entertainment and business pur- 
poses. Business projector options in- 
clude the portable projector, arguably 
the most common projector type due 
to its travel-friendly size and weight, as 
well as its solid resolution and connec- 
tivity options. 

Conference room projectors, 
meanwhile, typically provide better 
brightness, higher resolution, and 
more options, but generally cost 
more. Pico and pocket projectors 
are extremely portable and easy 
to use. Hand-sized pico models, 
for example, can fit in a suit pocket or 
purse, function on only battery power, 
and display images from mobile devices 
(albeit with less brightness and quality 
than larger projectors). Pocket projectors 
are slightly larger and heavier than pico 
models but provide better brightness. 

Special types of projectors worth 
noting include wireless, network, in- 
teractive, and short-throw models. 



Wireless projectors eliminate the need 
to use cables to connect to a device, 
and some models support apps to en- 
hance functionality. Network models 
enable remotely accessing and oper- 
ating a projector, as well as the ability 
to tap into network shared resources 
(PDFs, presentations, etc.). Interactive 
projectors provide the presenter with 
whiteboard-like abilities to interact 
with information, including using, 
say, using a finger on a tablet screen 
or drawing on an eraser board that an 
image is displayed on. Short-throw 
projectors are able to "throw" a large 
image on a surface from only a few 
feet away and are ideal for rooms 
with limited space. 

MAJOR CONSIDERATIONS 

Among all the considerations in- 
volved in buying a projector, sev- 
eral deserve more attention than 
others, including the following. 
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Brightness. Many experts con- 
sider brightness the most impor- 
tant factor in buying a projector. 
Brightness is measured in lumens 
(or ANSI lumens), and the more 
lumens the projector supports typi- 
cally the better the brightness, but 
actual usage is relevant. A larger 
room with considerable lighting, 
for example, requires more bright- 
ness to project a sharp, quality 
image vs. a smaller room with the 
lights turned off. 

Generally, business projectors 
fall into the 2,000 to 4,000-plus lu- 
mens range, making them well- 
suited for both small rooms and 
larger spaces with some ambient 
lighting present. While two projec- 
tors may tout similar white bright- 
ness abilities, their color brightness 
support may differ. Higher color 
brightness usually translates into 
more vivid, lively, detailed colors. 

Resolution. To create an image, a 
projector uses pixels. The number of 
pixels used signifies the projector's 
resolution. In an 800 x 600 resolu- 
tion, for example, the 800 refers to 
the number of pixels per row hori- 
zontally while the 600 is the number 
of pixels per column vertically. 
Elsewhere, note that "native" resolu- 
tion is a projector's true pixel total, 
while "maximum" is the highest 



resolution that's supported, some- 
thing usually reached via scaling 
technology that can produce image 
distortions and artifacts. 

Projectors with higher resolu- 
tion typically display more detailed 
images, but they also tend to cost 
more. Projector resolutions include 
SVGA (800 x 600), XGA (1,024 x 768), 
WXGA (1,280 x 800), SXGA (1,280 
x 1,024), UXGA (1,600 x 1,200), HD 
(1,920 x 1,080), and QXGA (2,048 x 
1,536). Overall, XGA is generally con- 
sidered sufficient for projecting busi- 
ness presentations. 

KEY FEATURES 

Among the other key consid- 
erations to keep in mind when 
buying a projector is a feature 
known as keystone correction, 
which can prove useful if placing 
a projector perpendicular to 
the screen isn't possible due to 
space limitations. In such cases, 
rather than projecting a rectangular 
image, the angled orientation cre- 
ates an image that's, say, larger at 
the top than the bottom or wider 
on the right than left. Horizontal 
and vertical keystone correction 
combats such conditions. 

Elsewhere, most projectors today 
include a zoom lens that enables 
altering the size of the projected 



image. Another noteworthy fea- 
ture is contrast ratio, which is the 
ratio between the very brightest 
and very darkest areas in an 
image. Theoretically, the higher 
the contrast ratio supported the 
better definition that's expected 
in the image. The amount of am- 
bient lighting present in a room, 
however, is considered to have a 
greater impact on an image pro- 
jected, which generally makes 
lumen support more important 
for usage in well-lit rooms and 
contrast ratio more important for 
usage in darker rooms. 

Connectivity-wise, projectors 
typically include a good mix of in- 
puts and analog and digital connec- 
tors to choose from, including VGA 
(analog video), composite, com- 
ponent, USB, DVI (digital video), 
HDMI (high def), and memory card 
slots. Some projector models also 
include inputs for smartphone/ 
tablet compatibility. 

Finally, don't forget about the ac- 
cessories. Here, considerations in- 
clude the type of screen (including 
portable screens) and screen surface 
you'll project the image on, as well 
as remote controls, presentation 
devices, speakers, cables, protec- 
tive cases, and any necessary ceiling 
mounts. 



DISPLAY TECHNOLOGIES 



Not every projector uses 
the same technology to 
generate images. Common 
technologies include: 




> DLP (Digital Light 
Processing). DLP entails the 
use of a chip containing tens 
of thousands to millions of 
tiny mirrors, each one rep- 
resenting one pixel. These 
mirrors tilt to reflect light 
through the lens, and colors 
are projected sequentially 
to form an image. Though 
some DLP projectors use 
one chip, others use up to 
three (3DLP). DLP projec- 
tors offer good contrast. 



> LCD (Liquid Crystal 
Display). LCD projectors 
typically consist of three 
panels, one each for green, 
red, and blue. Each panel 
creates an image using 
its given color before the 
three images are simulta- 
neously projected to form 
a combined image. LCD 
projectors are generally con- 
sidered to generate sharp 
images with good color 
saturation. 



> LCoS (Liquid Crystal 
on Silicon). LCoS com- 
bines elements of both LCD 
and DLP technologies. 
Essentially, a mirrored 
surface reflects light and 
tiny liquid crystals manage 
how that light is reflected 
to create the pixels. LCoS 
projectors are considered to 
produce high image quality 
and support large resolu- 
tions. 
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Business Software 



The Latest Releases & Updates 



When you keep on top of new and 
updated business software, you can 
learn about ways to enhance your 
business by upgrading or adding 
to your technology solutions. Our 
coverage of the latest releases and 
updates in the world of business soft- 
ware includes products that can help 
you collaborate, create, and main- 
tain security online. To help you zero 
in on what's new, here's our latest 
roundup of business software re- 
leases and updates. 

1&1 MICROSOFT EXCHANGE 
2013 PACKAGE 

Companies are used to going to l&l 
( www.1 and1.com ) for all of their website 
hosting needs, but the company has 
moved further into the business world 
by providing other essential services 
that help relieve the stress on compa- 
nies, l&l wants to ease the burden on 
Exchange 2013 users by providing a 



package that offers 25GB of storage ca- 
pacity among other features for $9.99 a 
month per account. 

l&l's Microsoft Exchange 2013 
package is a business-class email 
solution that's built on the newest 
version of Outlook 2013. It features 
remote access to emails from any 
device with an Internet connection 




and Web browser, message synchro- 
nization to mobile devices, and the 
company's security solutions, which 
including anti-spam and antivirus 
protection. You'll have peace of 
mind knowing that all your emails 
are stored in one of l&l's secure 
data centers. 

In addition to the 25GB of capacity 
and the multiple up- 
time and security fea- 
tures, l&l's Exchange 
2013 package is ideal 



Benefits of 1S1 Microsoft® Exchange 2013 



Features of 1&1 Microsoft* Exchange 2013 



1&1 s Microsoft Exchange 
2013 package gives users 
25CB of storage capacity, 
multiple security features, 
mobile access to email, 
and much more for $9.99 
a month per account. 
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for business travelers because of its 
focus on mobile functionality. Using 
OWA (Outlook Web Access) solu- 
tion, users can quickly access their 
contacts, tasks, and calendar in ad- 
dition to their synchronized email 
messages, all with touch-based 
controls designed specifically for 
smartphones and tablets, l&l also 
understands how storage require- 
ments can change over time, so it 
lets customers scale their mailboxes 
on a monthly basis. You can increase 
or decrease the maximum capacity 
depending on your needs at that par- 
ticular time, which means you'll save 
money by only paying for what you 
actually use. 



KASPERSKY SECURITY FOR 
VIRTUALIZATION 

With virtualization growing in 
popularity as a way to maintain per- 
formance while lowering costs and 
the overall technology footprint, it's 
important to find security solutions 
that are specifically designed for 
virtual environments. In 
2012, Kaspersky (www 
.kaspersky.com ) released 
a security solution for 
VMware's vShield End- 
point, but now the com- 
pany, working alongside 
VMware, also offers its 
Security For Virtualiza- 
tion solution. 

Kaspersky recently 
referenced a 2012 O+K 
Research survey in which 
it found 81% of businesses 
in the United States use 
virtual environments to 
run business-critical ser- 
vices. Of those using vir- 
tualization, 53% don't 
secure their virtualized infrastructure 
and 27% say they see virtualized en- 
vironments as safer and more secure 
than traditional physical infrastructure. 
The truth is that those virtual environ- 
ments are just as susceptible to attacks 
as any other piece of technology that 
holds sensitive data. That's why it's 



important to implement a solution 
such as Kaspersky's Security For Vir- 
tualization software, which is easier to 
deploy, provides automatic security 
for new virtual machines in addition 
to protecting the VMs you already 
have, and installs security updates 
automatically. Plus, users can man- 
age all of these features from a cen- 
tral location. 

Kaspersky Security For Virtualiza- 
tion also protects your virtual net- 
work with Intrusion Detection and 
Intrusion Prevention features. The so- 
lution will actually scan your network 
traffic for potential risks, such as mal- 
ware and viruses, and does so without 
impacting the performance of your 
network. Kaspersky was careful to 
design its intrusion detection tools so 
they run in a single virtual appliance, 
which ensures that they'll use less re- 
sources and help improve overall ef- 
ficiency. Security For Virtualization 
also has detailed logging to ensure 
compliance with industry regulations. 
In essence, you can cover most, if not 
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This image shows the overall architecture of Kaspersky 's 
Security For Virtualization. It shows the company's EPSec 
Security VM with Kaspersky anti-virus, which is agentless. It 
also shows the NetSec VM, which is the company's IDS/IPS 
network attack blocker, which protects each cluster of hosts. 



all, of your virtualized environment 
security bases with one centrally man- 
aged solution. 

MICROSOFT ANNOUNCES 
WINDOWS 8.1 

Microsoft ( www.microsoft.com ) had 
the next generation of computing in 



Windows 8 



mind when it created Windows 8. 
The OS was an "ambitious change for 
Windows and Microsoft." The new OS, 
however, came with quite a learning 
curve for some desktop users, because 
it featured a tile-based, tablet-inspired 
interface and did away with the tra- 
ditional Startup Screen and Desktop 
items. What Microsoft discovered after 
releasing Win8 was that many cus- 
tomers had difficulty using the new 
interface. To help right the wrongs and 
make Win8 more accessible to users, 
Microsoft is releasing Windows 8.1 
(code-named Windows Blue) later this 
year. Details regarding the free update 
were limited as we went to press. 

According to a post on Microsoft's 
"Blogging Windows" site, Microsoft 
is using Win 8.1 as an opportunity to 
improve the overall performance and 
intuitiveness of the operating system 
while bringing more features to the 
platform. In the blog, Tami Reller, 
chief marketing officer and chief fi- 
nancial officer at Microsoft, stated that 
Win8.1 will "provide more options for 
businesses, and give consumers more 
options for work and play" and that 
the "update is also an opportunity for 
us to respond to the customer feed- 
back that we've been closely listening 
to since the launch of Windows 8 and 
Windows RT." 

Although Reller didn't go into de- 
tail as to what improvements the up- 
date would include, there is speculation 
among online sources that Microsoft 
may bring back the Start button, as well 
as a more traditional default desktop 
arrangement to make the OS is easier 
to navigate. Perhaps Microsoft will also 
provide a more helpful tutorial for how 
to navigate the tile-based desktop for 
users that want to give it a try. A pre- 
view of Win8.1 is expected for current 
Win8 and WinRT beginning June 26; 
Microsoft will release the full update 
later this year. 
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Why Tape 
Remains Relevant 

Cost Savings & Other Benefits Keep Tape Viable 



Like many companies, it's possible 
yours takes advantage of tried-and- 
true tape storage for data backup 
and archival purposes. According to 
a 2012 memo from representatives 
of numerous leading tape providers, 
however, tape's role is " dramatically 
expanding/' including in the areas of 
big data, cloud computing, and high- 
performance computing. "Explosive 
data growth and shrinking IT bud- 
gets are putting pressure on com- 
panies to find innovative storage 
solutions to meet their organiza- 
tional demands," the memo reads. 
"Increasingly that means tape, thanks 
to its significant cost advantages, reli- 
ability, and continued innovations 
improving tape's capacity, speed, and 
ease-of-use." The following explores 



why tape remains relevant today and 
how companies are using tape. 

THE EVOLUTION OF TAPE 

Tape has come a long ways since its 
beginning. Released in 1952, the first 
magnetic tape drive for storing com- 
puter-generated data was a 935-pound 
device that stored a mere 2.3MB of 
data. Further, fewer than 20 compa- 
nies and organizations were using tape 
storage that year. Today, tape capaci- 
ties hit 4TB (roughly 2 million times 
the 1952 capacity) on cartridges some 
900 pounds lighter. Although count- 
less companies use tape now, due to 
advantages that disk-based storage of- 
fers over tape (including speed), some 
pundits predict tape's time is running 
out. But is this really the case? 



"There certainly is a lot of pop- 
ular mythology about tape being 
archaic or dead," says Mike Kahn, 
The Clipper Group ( www.clipper.com ) 
managing director. "Simply put, tape 
is alive and well and cost beneficial 
for many uses, mostly in archiving." 
Although tape is also used for back- 
up, its main use now and ahead is 
storing valuable data for long dura- 
tions, he says. Whereas backup is 
about backing up data and files as a 
precautionary measure, he says, ar- 
chiving entails saving data "for a long 
time and usually at the lowest pos- 
sible cost per item or per megabyte." 
Tape remains relevant because it costs 
significantly less per unit of storage 
than other storage types while of- 
fering "reasonable performance for all 
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"In providing a different media, tape 
protects against any systematic problems 
that might affect disk." 

David Hill 

principal, Mesabi Group 

Tape may have lost some relevance, but 
social media "may be the segment that 
saves tape." 

Mike Karp 

vice president and principal analyst, Ptak/Noel & Associates 



but the most time-sensitive retrieval 
requirements/' Kahn says. 

Mike Karp, Ptak/Noel & Associates 
( www.ptaknoel.com ) vice president and 
principal analyst, believes tape has lost 
some relevance due to difficulties as- 
sociated with managing tape media and 
tape's speed compared to D2D (disk- 
to-disk) technologies. Still, he says, 
tape represents a "terrific value" for 
some archiving solutions where low- 
cost storage is a chief consideration 
and speed of recovery is less impor- 
tant. David Hill, Mesabi Group (www 
.mesabigroup.com ) principal, meanwhile, 
says tape will continue to play a role 
in backup and recovery as a second- 
or third-level option due to its cost 
advantages but also because it offers 
"biological" diversity. "In providing a 
different media, tape protects against 
any systematic problems that might af- 
fect disk," he says. 

THE BENEFITS OF TAPE 

Among the advantages tape offers 
over disk storage, Hill says, is that of- 
fline tape is "protected from logical 
problems, such as viruses, that can 
plague online disk." Tape can also 
offer energy-related benefits, he says, 
as tape at rest uses no energy; that is 
unlike disks that are constantly spin- 
ning in a disk array always consuming 
energy. Hill cautions, however, that 
"tapes can only be used for certain 
purposes, and energy savings don't 
outweigh the business imperatives 
that often require the use of disk, even 
though it is less energy-efficient." 

Another tape benefit involves its 
physical makeup. Disk storage involves 
disk heads that float above spinning 
platters, while tape heads are stationary 
and tape moves across the heads in one 
dimension, Kahn says. Additionally, 
tape vendors are working on future 
densities reported to approach 128TB 
on a cartridge, roughly 32 times what's 
now available. Disks, meanwhile, 
might double capacity roughly once 
every three years or so, he says, and 
therefore "tape's future seems to be a 
little more certain than disk's." 



What's most important for compa- 
nies to understand, Kahn says, is the 
life span of an ATL (automated tape 
library) compared to that of an all-disk 
solution. "ATLs will last for decades if 
maintained," he says. "Yes, you may 
buy new drives every three to 6 years 
to take advantage of increased densi- 
ties, but these are modest costs. Tape 
cartridges clearly can be used for 10 
years and likely much longer than 
that." However, whether scaling up 
or scaling out, most disk arrays come 
with a typical three-year warranty, 
he says, "after which it usually is less 
expensive to replace the entire array 
than it is to continue to maintain it at 
off-warranty maintenance pricing." 

Kahn says tape actually can stream 
data faster than disks, "which is very 
valuable when bringing back large 
files." Additionally, it's now possible 
to store and access files on tape using 
LTFS (Linear Tape File System) tech- 
nology, he says. Simply put, this means 
"each cartridge looks like a mountable 
file system, with a file index (direc- 
tory) in a parallel track next to the data 
tracks. When you mount the cartridge, 
the index is loaded and discrete files 
can be accessed directly," Kahn says. 

THE FUTURE 

Looking ahead, Hill says, it's pos- 
sible a new (perhaps holographic or 
quantum-based) technology might 



replace tape, though nothing seems 
likely to do so "totally within the 
next decade, at the very earliest." 
Application-wise, Hill says tape could 
serve a role in some big data appli- 
cations that require retaining a lot of 
data in-house for infrequent sequential 
analyses of historical data. Tape could 
also play a big role in cloud comput- 
ing, he says, "as the last line of defense 
for backup and disaster recovery, for 
active archiving where tape-retrieval 
times are satisfactory, and for deep ar- 
chiving where you hope to never have 
to see the data again." 

Karp says although big data might 
offer some opportunities (including 
long-term storage) for tape, most an- 
alytics associated with big data re- 
quire very rapid input/ output, which 
is tape's weak point. Further, as more 
analytics associated with big data focus 
on preemptive vs. reactive approaches, 
"the ability to stream or otherwise in- 
gest data at the highest possible rate 
will become more and more impor- 
tant." Social media, however, "may 
be the segment that saves tape," Karp 
says. "Governmental regulations and 
corporate governance typically require 
most if not all companies to keep track 
of all messages associated with the 
business, irrespective of what the mes- 
sages' original format actually was." 
Here, tape may provide a long-term 
value, he says. 
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ENERGY-CONSCIOUS TECH 




The electronic 
devices that make 
our lives easier also 
produce some un- 
wanted side effects 
on the environment. 
Fortunately, many 
consumer electronics 
manufacturers and 
businesses are work- 
ing to create products 
that keep us produc- 
tive while reducing 
energy demands to 
lessen our impact 
on the environment. 
Here, we take a look 
at the newest envi- 
ronmentally friendly 
technology initiatives. 



UGA RESEARCHERS USE PLANTS TO GENERATE 
ELECTRICITY 

>■ It's no secret that the quality and quantity of solar-generated electricity is 
tied to the efficiency of the solar panels used to harness it. But even with the 
large number of solar installations in the world, there's still plenty of room for 
improvements. That's why University of Georgia scientists are looking to the 
photosynthesis process in plants as a way to improve efficiency and gather even 
more electricity from the sun. 

Ramaraja Ramasamy, assistant professor in UGA's College Of Engineering, 
and his fellow researchers discovered a new process that would separate out a 
plant's thylakoids (structures in the plant's cells that gather and store energy from 
the sun), and then manipulate the proteins in those thylakoids. The modified thy- 
lakoids are then immobilized on nanotubes that will conduct the electricity and 
send it to whatever device needing power. This process is still in the early testing 
phases, but UGA researchers have already seen some success in smaller imple- 
mentations. To start, Ramasamy says the technology may be used in "portable 
electronic equipment." He is hopeful that it will be "competitive to traditional 
solar panels in the future." 




Ramaraja Ramasamy (right), an assistant professor at the University of Georgia's College of 
Engineering, and Yogeswaran Umasankar work to improve the process of capturing energy 
generated from plants that they can use in technological applications. 
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U.S. ARMY TO PURCHASE 
$7 BILLION WORTH OF 
RENEWABLE ENERGY 

> The U.S. Army is planning to in- 
ject some much needed money into 
the renewable energy industry over 
the next 30 years with its plans to 
award $7 billion worth of contracts 
for green energy projects. However, 
this money won't be used to fund 
new projects. Instead, the U.S. Army 
plans to buy the electricity that solar 
energy companies and other renew- 
able energy providers produce. As 
a part of the overall plan, the Army 
isn't only looking at buying energy 
from larger providers, but from 
smaller providers, as well. This plan 
is the result of an initiative developed 
by the Department of Defense to in- 
crease renewable energy usage until 
it provides 25% of all electricity used 
by the military. 



U.S. BUILDINGS ARE 
MORE EFFICIENT THAN 
PREVIOUSLY THOUGHT 

>* According to the Annual Energy 
Outlook from the U.S. Energy In- 
formation Administration, the U.S. 
buildings sector has seen improve- 
ments in efficiency in recent years 
and may not be as big of a drain on 
nationwide electricity as originally 
thought. In fact, even though the 
U.S anticipates adding more than 60 
billion square feet of new buildings 
over the next 17 years, energy con- 
sumptions from existing and new 
buildings is expected to decrease. In 
other words, new buildings will not 
require an additional energy source 
or power plant to fulfill their elec- 
tricity needs. This doesn't mean that 
new plants won't be necessary to re- 
place older ones, but it does mean 
that we're making huge strides in 
building efficiency that should only 
continue to improve. 



BENDABLE BATTERY REVOLUTION 

>■ According to the American Chemical Society's Chemical & Engineering 
News website, flexible batteries are poised to change the way in which man- 
ufacturers build consumer devices. Progress has been made with flexible 
displays that are capable of showing video and other visual media on a 
fully bendable surface, but potential use cases are limited due to the fact 
that many mobile devices still require a static battery that is solid and inflex- 
ible. However, this could change. 

Researchers are using polymer materials to replace some components in- 
side a battery to give it more flexible properties. The goal is to also take the 
typical liquid center of a battery, which also limits design possibilities be- 
cause it must be properly contained, and transform it into a "solid-like" core 
that lends itself to use in different applications. Researchers say we are not 
far from a bendable battery future. That means you might see a smartphone 
with a flexible display and battery, which would not only look interesting, 
but also could make it more durable. 



THERMAL IMAGING TO MAKE LI-ION BATTERIES 
MORE EFFICIENT 

> When a battery weakens or fails from regular use, you might assume that 
it's just because batteries are only meant to last for so long. The truth is that 
mistakes made during the manu- 
facturing process can lead to imper- 
fections in battery design that may 
degrade performance and decrease 
a battery's lifespan. Until now, bat- 
tery manufacturers were unable to 
detect such imperfections and didn't 
know what changes to make to their 
process to provide better batteries 
for their customers. To help with 
the quality assurance process, re- 
searchers at Purdue University 
have developed a thermal imaging 
system they can use to see how heat 
moves through a battery's elec- 
trodes. The system would aid manufacturers in spotting potential issues so 
they can adjust processes immediately and build a more reliable battery. 
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Thermal images like this one would help 
Li-Ion battery manufacturers pinpoint 
problems with a battery's electrodes. 



CITY OFFICIALS CONSIDER FACILITY THAT 
CONVERTS TRASH INTO ELECTRICITY 

>■ Looking for an alternative to trash disposal, the city of Glendale, Ariz., is 
discussing building a waste to energy plant that will convert nearly 180,000 tons 
of city garbage per year into gas and electricity. The $110 million facility would 
handle organic waste (similar to what it used for biogas production) and would 
turn plastic trash into energy. Although Glendale officials have yet to approve 
the project, they continue to look at plans. 
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Business E-waste 

Guidance For Reusing & Recycling Obsolete Electronics 



Computers, cell phones, fax ma- 
chines, networking equipment, tele- 
visions, VCRs, PDAs, monitors, and 
other electronics that have become 
obsolete are all examples of e-waste. 
Your business has likely dealt with its 
share of the stuff, but has it done so 
responsibly? The following offers guid- 
ance on handling e-waste. 

WHY DO IT? 

Some estimates suggest there are 
upward of 600 million obsolete com- 
puters in the United States alone. That 
would be enough to span six acres 
and stretch a mile high. Other esti- 
mates state 80% of U.S. e-waste ends 
up in landfills, while globally 40 mil- 
lion tons winds up in dumps or is in- 
cinerated annually. 

Two particularly startling estimates 
state that only 10% of unwanted com- 
puters are properly recycled, and more 
than 70% of discarded electronics 



are shipped overseas to developing 
countries with few, if any, safety 
regulations. This includes e-waste 
that U.S. recyclers ship to countries 
where unprotected locals burn, tear 
apart, dump, and bury electronics. 
These processes expose workers, com- 
munities, wildlife, water resources, and 
crops to the hazardous materials the 
e-waste contains. Many estimates, for 
example, proclaim one computer con- 
tains as much as four pounds of lead, 
sometimes more. 

HOW TO DO IT 

Proper handling of e-waste begins 
with purchasing electronics that have 
"green" (environmentally friendly) 
characteristics. One resource that 
assists buyers is EPEAT (Electronic 
Product Environmental Assessment 
Tool; www.epeat.net ), which maintains 
a registry of green electronics. After 
purchasing electronics, businesses 



can implement any number of moni- 
toring and management tools aimed 
at enabling more efficient energy 
use. The FEC (Federal Electronics 
Challenge; www.federalelectronics 
challenge.net ) and Energy Star ( www 
.energystar.gov) also offer resources for 
e-waste disposal. 

Once electronics become e-waste, 
the primary methods for responsibly 
handling the devices are to reuse or 
recycle them. Reuse can be as simple 
as donating old electronics to schools, 
churches, or other organizations. 

LOCAL RESOURCES 

The Environmental Protection 
Agency ( www.epa.gov ) and the NCER 
(National Center For Electronics 
Recycling; www.electronicsrecycling.org ) 
provide resources for finding local, 
manufacturer- and retailer-, and gov- 
ernment-supported reuse and recy- 
cling programs. The EPA's Plug-In 
To eCycling program ( tinyurl.com 
/asd8uwz ), for example, helps develop 
reuse and recycle programs through 
national and local partners. 

Where recycling is concerned, it's 
important for businesses to un- 
derstand what local and state regu- 
lations require. The EPA offers 
information on the topic, as does 
the NCER and NERIC (National 
Electronics Recycling Infrastructure 
Clearinghouse; www.ecyclingresource 
.org ). According to NCER, 25 states cur- 
rently have laws concerning how e- 
waste should be handled. 

Arguably, two of the most im- 
portant recycling-relating is- 
sues businesses should consider 
include making certain that data is 
disposed of on old electronics before 
recycling and that decision makers 
select a recycler that handles e-waste 
responsibly vs. shipping electronics to 
impoverished nations with suspect 
oversight in place. 

To find a local recycler and learn 
more about donating, Earth 911 
( earth911.com ) and TechSoup ( www 
.techsoup.org ) provide search engines 
and other information. 
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Saying "No"To BYOD 

Improve Your Company-Issued Device Approach, But Prepare For The Future 



There is a lot of buzz surrounding 
the BYOD (bring your own device) 
trend and employees requesting to 
use consumer smartphones and tab- 
lets to complete business-specific 
tasks. Many companies are finding 
themselves backed into a corner on 
the subject, believing that they have 
no choice but to give in to employee 
demands. But what you may not re- 
alize is that you do have a choice, as 
long as you are willing to evolve and 
adjust policies to fit in with the cur- 
rent technological climate. 

When employees are allowed 
to bring their own devices into the 



workplace, they choose their own 
brand, operating system, storage ca- 
pacity, and a variety of other features. 
So, if you want to institute a company- 
issued mobile device program, you 
should at least offer a sampling of 
what's available to your employees in 
the consumer marketplace. 

You can't simply select one smart- 
phone and deploy it to every employee 
throughout your company, because 
"professional workers expect to have 
a choice of options available to them/ 7 
says David Willis, chief of research, 
mobility and communications, at 
Gartner ( www.gartner.com ). "If you 



don't want to offer 'bring your own 
device/ then 'choose your own device' 
is the other solution. This means you 
need to have a continually updated 
menu of acceptable devices. The con- 
sumer market moves much faster than 
the enterprise market ever did, so you 
have to double down on keeping the 
device list fresh." 

Although there are many cross-plat- 
form apps, application availability is 
largely dependent on a device's oper- 
ating system. So, in addition to offering 
choices to your workforce as a whole, 
you should also break your company 
down into categories (unless examining 



Key 
Points 



Give employees a nice 
variety of devices and op- 
erating systems to choose 
from so they can better 
utilize their consumer 
experience with their new 
company-issued device. 



Top considerations when 
planning to deploy 
company-issued devices 
include device manage- 
ment features, manufac- 
turer support, and security 
capabilities. 



The cost difference be- 
tween company-issued 
and BYOD plans might 
surprise you. Determine 
whether or not potential 
savings are enough to 
warrant a policy change. 



BYOD might be unavoidable in 
some situations, so bear in mind 
that your company may end up 
needing to support a combina- 
tion of employee-owned and 
company-issued devices in the 
long term. 
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'The drivers for mobility have just 
changed. Companies and governments 
are moving away from providing a 100%- 
paid cell phone benefit for a small number 
of workers, and instead are dramatically 
widening the number of workers that 
have access to mobile applications. The 
ROI is based on what new capabilities you 
can bring to your employees: time sheets, 
punch lists, field service forms, and so 
on. It's not about mobile voice and email 
anymore." 

David Willis 

chief of research, mobility and communications, Gartner 



existing departments works) to deter- 
mine what types of applications, and 
therefore which OSes, you should pro- 
vide. "Deciding on the device, obvi- 
ously, has something to do with the 
apps because you may want to have 
a consistent usage," says Michele 
Pelino, principal analyst with Forrester 
Research ( www.forrester.com ). She says 
it's important to ask yourself what 
your employees are going to use their 
devices for, what apps and services 
they need, and what the needs of the 
company are as a whole are. 

Pelino recommends breaking your 
workforce down into three to five dif- 
ferent groups, so that you can "base 
implementation on the types of goals 
those individuals have." And, in addi- 
tion to apps and services, you also need 
to consider whether or not a certain 
device works well with apps in a "na- 
tive vs. HTML environment" as well 
as look at connectivity requirements, 
Pelino says. Determining the types of 
apps your employees will use most 
often will go a long way in helping you 
narrow down your potential device list. 

MANAGEMENT SOLUTIONS 
FOR MULTIPLE DEVICES 

You may think that avoiding BYOD 
in favor of company-issue devices will 
remove many of the security concerns 
from the equation, but even if you de- 
ploy devices directly to the employee 
for business-only tasks, you still have 
to protect them somehow. Because 
you will more than likely opt for the 
"choose your own device" model so 
that employees are more receptive to 
the idea, you'll need a security and 
monitoring system that can handle 
multiple devices and operating sys- 
tems at the same time. This is where 
MDM (mobile device management) 
solutions come into play. 

According to Pelino, MDM software 
and other similar solutions are helpful 
for company-issued and BYOD pro- 
grams alike because they give the com- 
pany complete control over the device 
in the event of a problem. "No matter 
what types of devices, you may need 



to manage them using an MDM solu- 
tion or you may need to use some kind 
of capability to allow the IT organiza- 
tion — if that device is lost, stolen, or 
misplaced — to take off the informa- 
tion, apps, and services that are work- 
related," she says. But MDM is also a 
great solution for regular monitoring. 
You can make sure that employees 
aren't accessing sensitive information, 
plus you can whitelist or blacklist ap- 
plications to prevent employees from 
downloading them. 

Pelino says that device management 
is "one of the big initial challenges that 
comes up when you start supporting 
many new devices in an organization, 
whether they're corporate-approved 
or not." But she adds that many MDM 
vendors are offering "different flavors 
that can help manage the many dif- 
ferent operating systems and platforms 
that are used in an organization." Plus, 
if you implement an MDM solution 
with in-depth monitoring and manage- 
ment features now with a more com- 
pany-issued device approach, you'll be 
prepared to support BYOD in the fu- 
ture if you decide to choose that route. 

SECURITY & COMPLIANCE 

Many companies are concerned 
about compliance and regulations 



when it comes to implementing a 
BYOD program. Organizations in the 
financial or healthcare industries will 
have stronger regulations than busi- 
nesses in other industries, which means 
that their mobile device policies will be 
different as well. It isn't just an issue of 
losing sensitive data, especially when 
it comes to things like medical records 
and financial information, because 
in some cases, leaking certain data to 
the public is against the law. "In some 
countries, it's much more challenging, 
if not illegal, to allow employees to use 
devices for two things, because compa- 
nies aren't allowed to store information 
on a personal device." 

These regulatory compliance issues 
may lead some companies to opt for a 
company-only device policy to make 
sure employees don't accidentally or 
purposely put sensitive internal data 
onto personal devices. But if your com- 
pany sits in that gray area where you 
aren't necessarily regulated, but do 
have sensitive data that can't be leaked, 
you need to include all necessary par- 
ties when discussing your mobile de- 
vice policies to see which approach is 
best for you. "You need to think up 
front strategically," says Pelino. "Tie in 
your legal, regulatory folks and people 
in compliance," he adds, "because 
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"BYOD is not a free for all. A company 
that goes down the BYOD path often puts 
frameworks around which devices and 
operating systems are allowed. BYOD is 
not everything is supported, any device, 
any operating system, and any employee. 
Oftentimes, folks go through stages of 
evolving their BYOD programs, maybe 
focusing initially on email, calendaring, 
and information apps for most everybody 
and then business apps for certain types 
of organization groups or businesses. It's 
not just that we jump in from here to the 
deep end very fast. It's evolutionary." 

Michele Pelino 

principal analyst, Forrester Research 



there are governance issues in opening 
your doors to these personal devices 
that need to be addressed early on." 

COSTS OF COMPANY-ISSUED 
VS. BYOD PROGRAMS 

In addition to security and com- 
pliance issues, company-issued and 
BYOD programs come to a head in 
the area of cost. In a "corporate-liable" 
program, "there's the cost of the de- 
vices themselves and the cost of the 
voice and data plans that run on those 
devices that you're going to take on," 
says Pelino. But when you institute a 
BYOD policy, "some of those costs are 
deferred because they're taken on by 
the employee and not the corporation," 
she says. The company may offer to 
reimburse a subset of those costs, but 
it will still be considerably less than 
paying for every other aspect of sup- 
porting a mobile device. 

BYOD does introduce some of its 
own additional costs, as well. For in- 
stance, whereas you might not neces- 
sarily need an MDM solution for your 
company-issued devices, you will al- 
most certainly need one for devices 
brought into the workplace because 
they are much less controlled. You are 
saving money by not having to pur- 
chase the device or pay for the voice 
and data plan, but you pick up an ad- 
ditional cost to support MDM on all of 
those devices. 

Willis adds that still, with BYOD, 
"the absolute number of help desk 
calls per employee is reduced" and 
that "on balance, BYOD will turn out 
to be cheaper than corporate-liable 
solutions on a per-user basis. Not 
only will you save money from an 
IT budget standpoint, but you'll also 
ease the burden on your internal sup- 
port team by making employees take 
responsibility with their individual 
carriers. Willis says that the typical 
cost for corporate-liable systems is be- 
tween $600 and $1,000 per user per 
year, and that with BYOD, companies 
can bring those costs down to $200 
per user per year, which includes se- 
curity, management, and monitoring 



solutions. It's a cost-benefit analysis 
that many companies, as well as em- 
ployees, need to make. 

"The economics of BYOD are de- 
termined by how much you subsi- 
dize workers and whether or not your 
employees will accept getting only a 
part of their bill covered," says Willis. 
"Many new users are happy with no 
subsidy whatsoever, but it's the users 
that see their cell phone as a personal 
benefit that stand to lose the most. For 
those workers, BYOD means 'bring 
your own dollars.'" 

A DIFFICULT CHOICE 

It's understandable to consider a 
company-issued approach the best 
policy when the decision is based on 
security or regulatory concerns, but 
BYOD is a program that most com- 
panies will need to consider at some 
point. In fact, Willis says that "a ma- 
jority of businesses will offer both 
BYOD and choose your own device 
programs," whereas fewer than "25% 
of companies will offer no BYOD 
whatsoever." Willis says that which- 
ever approach you implement, the key 
is to give employees some choice. 



Pelino agrees that the current trend 
is for companies offer both an internal 
and BYOD mobile device program, 
because "it's not easy to say that you 
only go down this path if you're this 
company, or you only go down this 
path if you're a different type of com- 
pany." Once you've sorted through 
the security and cost issues related 
to these two different approaches, 
you'll realize that it ultimately comes 
down to your employees and what 
serves them best. Some people want 
to bring in their own devices and sup- 
port them on their own, while others 
are not "technically savvy" and "want 
to be able to call the IT organization 
to have help." You have to strike the 
right balance between what your em- 
ployees request and what you are 
willing to provide. 

"These things are happening 
whether IT likes it or not," says Pelino. 
"It's just a matter of how much the 
organizations wants to take on in 
terms of the issues they have to deal 
with if they decide to open the doors 
to BYOD. But closing your eyes to it 
isn't really necessarily going to make 
it change." 
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Are Tablets Here To Stay? 

Does Current Popularity Translate Into Longtime Business Usage? 



Not long ago, the PC was the 
center of the business user's com- 
puting universe. No longer. Today's 
worker is armed with multiple de- 
vices, matching the device to a par- 
ticular need. Increasingly, users are 
turning to tablets for such needs, 
a situation that's transforming the 
traditional user-PC computing dy- 
namic. "I think the issue isn't so 
much [the PC] being antiquated 
equipment as it is work styles and 
the notion that we're wedded to one 
device now doesn't make sense," 
says Jack Gold, J. Gold Associates 
( www.jgoldassociates.com ) president. 



"We will move to the device that 
makes sense for what we are doing." 

The following details the popu- 
larity tablets are having, including 
among businesses; business-related 
features that tablets enticing; how tab- 
lets are reshaping users' overall com- 
puting experience; and more. 

THE TABLET EFFECT 

There's no disputing PC sales have 
dramatically dipped of late and tab- 
lets are partially responsible. In April, 
IDC ( www.idc.com ) reported worldwide 
Ql 2013 PC sales dropped nearly 14% 
from Ql 2012, the biggest year-to- 



year quarterly dip since IDC started 
tracking PC sales in 1994. NPD, mean- 
while, reported in May that tablet 
shipments will outnumber notebook 
shipments for the first time in 2013 and 
that by 2017 buyers will purchase six 
times as many tablets as notebooks. 

Some pundits have gone so far as to 
state tablets are cannibalizing PC sales 
and the PC is headed toward obsoles- 
cence. Others, however, believe what's 
more likely occurring is that PCs, lap- 
tops, ultrabooks, smartphones, and 
tablets are creating a new computing 
foundation in which people use the 
device best suited for the task. 



Key 
Points 



: Businesses (and home us- 
ers in general) are keeping 
their PCs longer but using 
them less often than in 

: years past; they are using 
tablets and other devices 

: more often instead. 



Tablets, smartphones, 
cloud services, and 
other factors have led 
workers to take on a 
more mobile computing 
mentality as opposed to 
a PC-centric one. 



Business-wise, tablets 
are proving extremely 
useful for performing 
Internet-related tasks 
and for interacting 
with information on 
the go. 



Eventually, smartphones, 
tablets, and mobile comput- 
ers could converge to form 
new categories of devices 
and new form factors that 
incorporate the best features 
of one another. 
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"Smartphones are getting larger and 
laptops are gaining tablet features. Tablets 
are likely to become redundant before the 
end of the decade as a result/ 7 



Rob Enderle 

president, Enderle Group 



"I think the issue isn't so much [the PC] 
being antiquate equipment as it is work 
styles and the notion that we're wedded 
to one device now doesn't make sense." 

Jack Gold 

president, J. Gold Associates 




Gold says while some claim "PCs 
are dead and tablets are taking over 
the world/ 7 a more realistic assess- 
ment is this: businesses "aren't seeing 
a huge reason to upgrade their ex- 
isting PC base. The PCs they have are 
good enough." This shift is freeing up 
some of the money businesses would 
have dedicated to new PCs, he says, 
and "this is also true of general con- 
sumers." Gold believes tablets are 
an evolution of the PC, and "we've 
been moving toward portability for 
something like 20 years. Tablets are 
just more portable; it's somewhere be- 
tween a PC and a smartphone." 

Tom Mainelli, IDC research di- 
rector, tablets, says, "People talk about 
cannibalization, and that's certainly a 
factor, but in end users, survey after 
survey, we find that very few people 
buy a tablet with the express purpose 
of replacing their PC." Instead, he 
says, "the tablet cannibalizes usage 
time, and as a result the person feels 
less need to upgrade the PC. We know 
PC lifetimes are growing longer, and, 
frankly, Windows 8 didn't prove all 
that compelling a reason for most 
people to upgrade their existing PC." 

Mainelli believes the key driver 
in tablets adoption is that the best 
models let people do the Internet- 
related tasks they want without the 
complexity and overhead a PC has 
traditionally required. The best way 
to view tablet sales rising and PC sales 
falling, he says, is that consumers, 
IT, and the BYOD trend all point to 
people spending more on tech now 
than ever. Five years ago, users almost 
exclusively spent their tech money on 
PCs. Today, they're spreading that 
over PCs, tablets, and smartphones. 
Especially in mature markets, Mainelli 
says, "everybody is a multiple device 
user." Over time, he expects the lines 
between smartphones and tablets, and 
tablets and PCs, to blur and become 
"endpoints that connect us to our 
data, the Internet, etc." 

Steve Koenig, Consumer Electronics 
Association director of industry anal- 
ysis, says although "meteoric" tablet 



sales have "blunted the growth of lap- 
tops and sounded the death knell for 
netbooks," CEA research indicates only 
a small percentage of households have 
stopped using desktop, laptop, or net- 
book systems altogether due to owning 
a tablet. Many tablet owners might use 
those devices less, he says, but there 
hasn't "been a strong indication of 
tablets cannibalizing other computing 
formats." What tablets have done is 
"bridge the screen size gap between 
smartphones and mobile PCs," he says. 

BECOMING MORE MOBILE 

One reason for increasing tablet 
sales is manufacturers have re- 
leased more models with similar 
features, thus driving down prices. 
Additionally, tablets have benefited 
greatly from cloud-based services and 
apps. Combined, these factors (along 
with smartphones) have led users to 
become far more mobile-minded. 

Rob Enderle, Enderle Group ( www 
.enderlegroup.com ) president, says as 
users become more mobile, they're 
beginning to reject devices that won't 
go with them or are too heavy or have 
too little battery life." Thus, rather 
than PCs being the center of the com- 
puting experience, focus is shifting to 
the Internet and cloud services, which 



"are likely to be the sustaining future 
hub well into next decade, unless a 
catastrophic cyber-attack changes this 
trend," Enderle says. 

Koenig largely credits mass smart- 
phone adoption for pioneering users' 
focus on mobility and tablets' popu- 
larity. "The mobility trend that smart, 
connected devices are making possible 
is in turn impacting various industry 
segments by including mobility abili- 
ties natively through apps," he says. 

Gold, meanwhile, says beyond 
helping fundamentally change the 
way people work, tablets are "doing 
it at a cost that's relatively low." Even 
at $500 or $600, tablets don't cost a 
"huge amount of money" considering 
PCs were $5,000 or so just years ago, 
he says. "I think people are looking at 
usability and utility when they think 
about tablets," Gold says, and apps 
are a significant part of the equation. 

"It's an ease-of-use thing, and 
that's what's so enamoring to most 
users about tablets," Gold says. 
Further, many users view tablets as 
much more personal devices than 
PCs, and thus they're more likely to 
use and experiment with them than 
with PCs. Eventually, Gold foresees 
a cross-device proliferation occurring 
between tablets and laptops in which 
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"People talk about cannibalization, and 
that's certainly a factor, but in end users, 
survey after survey, we find that very few 
people buy a tablet with the express pur- 
pose of replacing their PC." 




laptops take on the physical features 
of tablets. 

Enderle believes that as a class, 
tablets may get absorbed eventually. 
"Smartphones are getting larger and 
laptops are gaining tablet features. 
Tablets are likely to become redun- 
dant before the end of the decade 
as a result/' he says. By year's end, 
he says, laptops will approach tablet 
battery life, weight, and price, "sug- 
gesting they may be once again pre- 
ferred for most business users by the 
end of next year. " 

TABLETS FOR BUSINESS 

All signs currently point toward 
the PC remaining a vital part of the 
business user computing experience 
for various reasons, including because 
they greatly outnumber tablets in 
terms of installed base. Mainelli says 
the PC will also probably be the single 
device IT continues to provide to users 
going forward, "along with support 
of BYOD phones and tablets." Less 
clear is whether future generations of 
workers now growing up with tablets 
and smartphones will do any work on 
the PC, he says. 

Business-wise, tablets are presently 
well-suited for such tasks as filling out 
forms, note taking, reading, mobile 
Web browsing and communication, 
and multimedia consumption. Enderle 
says "all these play well with the elimi- 
nation of paper as a goal driving much 
of the corporate interest." Beyond pro- 
viding great battery life, Gold says, 
tablets are good for gathering data, per- 
forming simplistic workflow-related 
tasks, and functions for which a PC 
would be overkill. 

Overall, Gold says, businesses 
will continue to rely on the PC for 
creating content and when compute 
power and input/output options are 
required, but he believes "we need 
to get away from the designation of 
'PC vs. tablet/ I don't' think that's le- 
gitimate." What is legitimate is em- 
bracing the use of a partially mobile 
device (laptop), totally non-mobile de- 
vice (desktop), totally mobile device 



(tablet), and recognizing "where the 
functionally overlaps." If there is a 
division to draw between tablets and 
PCs, he says, it's deciphering what 
a tablet is especially good for (con- 
suming content, interacting with 
others, etc.) and what a PC is espe- 
cially good for (creating content, run- 
ning complex databases, etc.). "The 
challenge for most enterprises is going 
to be figuring where those dividing 
lines are. What's the appropriate tool 
for the task at hand?" he says. 

Mainelli says the most note- 
worthy business feature of tablets 
is one that doesn't exist yet on the 
two major tablet platforms: Office 
for iPad and Office for Android. 
"Microsoft is holding Office off of 
these platforms as a way to try to 
push people to Windows tablets, but 
it's not working," he says. "And the 
longer they keep Office off of these 
platforms, the more they risk Office 
losing its dominant position in the 
market." Already, users are finding 
workarounds. "I think the thing that 
surprised me the most is the rapid 
clip that the enterprise has embraced 
the iPad," he says. "Companies are 
creating custom apps for tablets and 
smartphones that allow their em- 
ployees to access and manipulate 
information in ways that weren't tra- 
ditionally possible (or all that useful) 
on a PC." 

Koenig cites Wi-Fi and cellular 
connectivity, built-in cameras, ability 
to serve as a second PC monitor, 
and ability to pair with accessories 
to tackle tasks usually reserved for 
laptops as tablet strengths. "Every 



Tom Mainelli 

research director, tablets, IDC 



business worker's computing needs 
are different, but for most, tablets are 
still unable to serve as a replacement 
for a PC," he says. "Most tablets use 
processors and operating systems 
that fall short of the computing power 
needed to run professional busi- 
ness applications." That said, CEA 
is seeing several innovations, such 
as convertible PCs (many running 
Windows 8) breaking this mold, 
he says. 

A main tablet trend to watch, 
Koenig says, is the collision of smart- 
phones with tablets and tablets with 
mobile PCs. Expect more tablet/ 
phone devices and convertible PC 
solutions that combine the best of 
tablets and laptops in one device, 
he says. Eventually, it's possible 
the smartphone, tablet, and mobile 
PC categories merge into two, he 
says. "This implosion of devices is 
a natural function of the digital age 
where devices can do many different 
things. Therefore, over time, fewer 
devices are needed to accomplish the 
same tasks," he says. 

With the advent of wearable 
devices (such as glasses), Enderle 
says, "we clearly aren't at the end 
of things that will be challenging 
PCs, smartphones, or tablets for fu- 
ture dominance." While Mainelli 
doesn't view tablets as being a fad, 
he does believe "they're running 
up against some technical limits in 
terms of screen resolution, connec- 
tivity speeds, etc. Going forward, I 
think the real evolutions come from 
the services that connect all your de- 
vices together." 
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Understanding 
Rugged Devices 



How To Decipher The Specs 



Dropping a laptop or tablet on a 
hard floor or in a body of water is usu- 
ally something to avoid. But some enter- 
prise users need rugged devices that can 
withstand such abuse and other harsh 
treatment in order to do their jobs. 

While expensive, rugged devices can 
pay for themselves thanks to their long 
life cycles, even while undergoing harsh 
use that would destroy a standard unit. 
A forklift operator who needs to upload 
inventory data throughout the day in a 
warehouse, for example, might require a 
tablet that can withstand the shock when 
it is dropped on a cement floor. 

An indication of whether a device 
can withstand harsh physical treatment 
is its IP (Ingress Protection) Rating, pub- 
lished by the IEC (International Elec- 
trotechnical Commission; www.iec.ch ), 



and the United States Military Standard 
that vendors usually list with their rug- 
ged device product specs. While the 
product ratings are not independently 
tested, think of them as detailed manu- 
facturing claims about how well devices 
might be able to hold up in tough envi- 
ronmental conditions. In this way, the 
ratings offer crucial information during 
the buying process. 

"Companies need [IP and military 
spec] ratings because they definitely 
help with their buying decisions," says 
Christian Kane, an analyst for Forrester 
Research ( www.forrester.com ). The specs 
"are obviously important because [busi- 
nesses] are often going to spend a large 
amount of money on not only a single 
device, but on a fleet of rugged devices 
for a segment of their workforce." 



But to interpret the ratings, it is nec- 
essary to understand what they mean. 
Deciphering what "IP45" or "MIL- 
STD-810C method 514.2" indicates in 
a product spec document, for example, 

» Selection Criteria 

These are the top five mobile device 
selection criteria among enterprises, in 
order of importance, as reported by VDC 
Research ( www.vdcresearch.com ): 

• Battery life 

• Broadband wireless functionality 

• Price 

• Total cost of ownership 

• Device weight and ergonomics 
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"Companies need [IP and military spec] 
ratings because they definitely help with 
their buying decisions. " 



Christian Kane 

analyst, Forrester Research 



"People often wonder if they can get away 
with using a [cheaper, non-rugged device]. 
But if a workflow gets disrupted because a 
device fails, you end up spending a lot more 
than what it costs to replace the device. " 

David Krebs 

vice president, mobile and wireless practice, VDC Research 




can seem daunting to those unfamil- 
iar with the nomenclature. However, 
the ratings are relatively straightfor- 
ward to interpret when you know 
what they represent. 

WHAT THE RATINGS MEAN 

For IP ratings, vendors typically list 
two numbers, which relate to dust and 
water. A rugged laptop that can with- 
stand continuous heavy layers of dust 
and that can withstand heavy contact 
with water, for example, might have an 
IP rating of IP66. 

The first number, which represents 
dust protection, ranges from zero to six. 
A zero rating means the device is un- 
protected against any kind of particle 
contact. A rating of six means the device 
is protected against the ingress of all 
particles, including dust. 

The second IP number, for water pro- 
tection, ranges from zero to eight. This 
number identifies how well a device can 
withstand water contact. A zero rating 
means the device is unprotected against 
any kind of water contact while a rating 
of eight indicates the device can con- 
tinue to function when submerged in 
more than a meter of water. 

Compared to IP ratings, the U.S. 
military rating system includes a wider 
range of environmental-resistance spec- 
ifications. A vendor may list more than 
a dozen military spec testing methods 
and standards for a product, which 



might include resistance to vibration, 
impact, humidity, shock, temperature, 
and other standards. 

Military specs also include detailed 
descriptions about how tests are carried 
out. Testing controls, methodologies, 
and units of measurement are detailed. 
IP ratings, on the other hand, indicate 
the environmental conditions that a 
device can withstand relating to dust 
and water but do not offer information 
about specific testing procedures. 

It is sometimes unnecessary to look 
up the testing specifics for the mili- 
tary spec ratings in the MIL-STD-810C 
document because vendors often list 
and describe the tests used to obtain 
the measurements in their product spec 
sheets. The vendor descriptions can 
serve as a good summary of the dif- 
ferent tests and overall ratings, but the 
MIL-STD-810 military spec documents 
offer a more comprehensive overview. 

RATINGS AS 
REFERENCE POINTS 

Although the IP and military specs 
serve as seemingly objective standards, 
vendors still have some leeway in how 
they rate their products. A vendor might 
design a device that it says meets cer- 
tain IP and military standards, for exam- 
ple, without actually testing it. Despite 
the U.S. military's attention to detail in 
its MIL-STD-810C document, it is still 
nearly impossible to duplicate the exact 



testing procedures that the military uses, 
which can lead to an inflated rating. 

Manufacturers also are not legally 
obliged to have their rating tests veri- 
fied by third parties. IP and military 
spec ratings that vendors communi- 
cate thus serve more as good reference 
points for specifications that reflect 
manufacturers' claims than they do as 
guarantees of quality. 

In many ways, military and IP spec 
ratings should serve as a starting point 
during the rugged device selection 
process. Enterprises need to first care- 
fully gauge the features they need in 
a rugged device, such as the ability to 
withstand shock, vibration, or extreme 
temperatures. Once a group of devices 
has been shortlisted based on how their 
specs offer a good fit on paper, an enter- 
prise needs to perform its own tests in- 
house to see if a product lives up to the 
manufacturer's rating claims. It's also 
important to test whether a particular 
device can integrate with the corporate 
network and otherwise meet the com- 
pany's and users' needs. 

THE PRICE TO PAY 

Sometimes enterprises may be im- 
pressed by how well a certain device 
meets a vendor's IP and military stan- 
dard product claims during its in-house 
tests but less impressed with the price. 
They may be tempted to save costs by 
buying a less expensive laptop or tablet 
knowing that users can damage three 
or four of the devices for the price that 
it would cost to replace a single rugged 
unit. However, price considerations are 
not only measured in replacement costs. 

"People often wonder if they can 
get away with using a [cheaper, non- 
rugged device]. But if a workflow gets 
disrupted because a device fails, you 
end up spending a lot more than what it 
costs to replace the device," says David 
Krebs, senior vice president for the 
mobile and wireless practice at VDC 
Research ( www.vdcresearch .com ) . "You 
spend a lot more than just replacing the 
device, due to lost operational costs, lost 
revenue opportunities, and customer 
service issues." 
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Data Usage & 
International Travel 



How To Avoid Racking Up Unexpected Charges 



Aside from a few exceptions, such as 
the lack of 4G LTE (Long Term Evolu- 
tion) network availability outside of 
the United States, advances in com- 
munication technologies are making 
it easier to use your mobile devices 
when traveling abroad. There's one 
common problem, however: American 
travelers using cellular services be- 
yond U.S. shores can easily get stuck 
with hefty wireless bills. Whether 
you use a smartphone, tablet, laptop, 
portable hotspot, mobile broadband 
modem, or other device, if it relies on 
cellular communications, it could cost 
you. We explain how to fend off exces- 
sive charges, regardless of the device. 

UNDERSTAND ROAMING 

Roaming occurs whenever a wire- 
less carrier other than your own 



provides your device with a cellular 
signal. International roaming rules 
and rates are typically different from 
those that apply in the U.S., so here's 
the No. 1 roaming rule to keep in 
mind when traveling abroad: Never 
assume anything. You might think, 
for example, that an "unlimited" 
plan doesn't change when traveling 
outside the U.S., but that isn't so. 
Or you might imagine that roaming 
charges will skyrocket if you use the 
Internet but that exchanging a few 
simple text messages or checking 
voicemail won't add up very quickly, 
but roaming rates often apply to any- 
thing you do with your device when 
it involves a cellular connection. 

Also, depending on your device's 
carrier and settings, you may or may 
not receive an obvious notification 



when roaming, so you won't neces- 
sarily be prompted when the tally of 
charges starts to rise. On the flip side, 
you might not be able to roam inter- 
nationally unless you enable it be- 
fore you travel. It is imperative, then, 
that you fully understand how your 
wireless plan's roaming features 
and rates work before you leave the 
States. Barring that, bring your carri- 
er's toll-free customer service phone 
number with you; if you have any 
doubt as to how your plan's roaming 
rates work when traveling, use a 
local phone to call that number and 
find out. 

KNOW YOUR PHONE & 
WHAT IT CAN (& CANT) DO 

When it comes to frequencies, 
wireless carriers, and foreign cellular 
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networks, there are few absolutes. 
It's imperative that you determine 
what frequencies your device uses 
and whether those frequencies match 
the networks available in your des- 
tination countries, because if they 
don't match, your device won't work 
at all for voice, messaging, or data 
transmissions. 

Devices that use CDMA (Code Di- 
vision Multiple Access) cellular net- 
works are very limited in terms of 
international use. You need one that 
works with GSM (Global Standard 
For Mobile Communication) net- 
works if you want it to work in the 
largest number of countries. And if 
you have a device that uses 4G, don't 
bet on it working abroad. When iden- 
tifying what frequencies your device 
supports, find out the exact frequen- 
cies — don't settle for simply "GSM" 
(as there are multiple GSM networks) 
or brochure verbiage that suggests the 
device will work anywhere you go. 

Some devices only function on 
one or two frequencies. Some CDMA 
phones work only on CDMA net- 
works, while others include added 
support for two or more GSM fre- 
quencies. In general, the best devices 
for international travel are those la- 
beled "world" (as in "world phone") 
or "global." These are typically quad- 
band GSM devices, which means 
they operate on all four GSM fre- 
quencies (850/900/1800/1900MHz), 
and sometimes on CDMA and 3G/ 
4G frequencies as well, and will 
therefore work in most locations. 

UNLOCK YOUR DEVICE 

It might be necessary to unlock 
your smartphone or other cellular de- 
vice before you travel so that it will 
work not only with networks, but also 
with wireless carriers, in other coun- 
tries. Call your carrier to find out if 
this is necessary and to receive a code 
or other means to unlock the phone. 

GET A NEW DEVICE OR PLAN 

If your device or wireless plan is 
presenting you with limitations or 



potentially excessive fees, consider 
switching to a new device or a new 
plan. This might involve replacing 
your current device with one that 
operates on frequencies commonly 
used worldwide. Or it may involve 
switching your wireless plan to a 
"global roaming" or similarly named 
plan or adding a special Internet 
data bundle that will allow you to 
travel internationally and roam all 
you want for a relatively afford- 
able price. 

TRACK USAGE TO 
AVOID SURPRISES 

If you know your device's inter- 
national roaming rates and you wish 
to keep expenses down, it can help 
to track voice, messaging, and data 
usage on your device. Most smart- 
phone and tablet operating systems 
include settings that let you view 
data usage, and many include op- 
tions for setting self-imposed limits 
on usage. 

USE VOIP ON WI-FI 

One inexpensive (and sometimes 
free) method for placing voice or 
video calls while traveling is to con- 
nect to a Wi-Fi hotspot and use a VoIP 
(Voice over IP) app. Don't rely on this 
method, however, as common VoIP 
services can be blocked in some coun- 
tries and by some hotspot providers. 
And, as always, make sure that any 
Wi-Fi hotspot you connect to is secure 
so that technically inclined eavesdrop- 
pers can't listen in on your conversa- 
tions, view your data transmissions, or 
nab your website passwords. 

LIMIT DATA USAGE 

It used to be simple to limit data 
usage on mobile devices: go into set- 
tings and switch Data to "Off." While 
this (or something like it) is still pos- 
sible on many phones, tablets, and 
other devices, there are now — thanks 
to a plethora of mobile apps — mul- 
tiple changes you can make to various 
device and app settings without shut- 
ting off data transmissions entirely. 



In the device/OS settings, look 
for options with phrases that relate 
to fetching new data, using packet 
data, and roaming that you can 
switch off. Devices differ, so experi- 
ment with these settings; assuming 
you want to continue to use the 
device on international networks 
but want to limit unnecessary data 
traffic, the idea behind changing 
these settings is to turn off only 
those features that work in the back- 
ground, searching for new data on 
an ongoing basis. 

Additionally, review any apps 
installed on your device. You may 
want to change the settings within 
individual apps so that they will only 
update on demand (when you manu- 
ally tap a "Sync" button, for example) 
rather than searching for updated 
data in the background. You may 
also find that some apps only work 
with an active wireless connection, 
so you may want to install different 
apps (at least temporarily) that work 
offline or only when a Wi-Fi connec- 
tion is present. 

USE A TEMPORARY DEVICE 

If you prefer to forgo all of the steps 
in this article, consider picking up a 
rental or pay-as-you go smartphone. 
These are available in many interna- 
tional airports. 

REMEMBER, YOU HAVE A 
LIFELINE & A PANIC BUTTON 

Keep in mind that you can call 
your wireless carrier anytime to speak 
with a customer service representa- 
tive and find out details about your 
phone's cellular capabilities, your 
wireless plans, and how those things 
work together in the places you're 
going. If you're already overseas, 
though, use a local phone to call cus- 
tomer service so you don't rack up 
additional charges. Finally, if all else 
fails, use your device's airplane mode 
setting as a form of "panic button" 
to ensure that you won't be charged 
for wireless services while you figure 
everything out. 
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GPS Solutions 

Benefits For Small Businesses 



Depending on the directions in 
which your business is growing, it's 
possible that an increasing number 
of your employees will hit the road 
to make and strengthen customer re- 
lationships, deliver new products, at- 
tend trade shows, and /or stage events 
to promote your company's brand. If 
you or any number of employees are 
traveling frequently, perhaps now is the 
time to invest in GPS systems. Although 
GPS navigation apps installed on smart- 
phones can be helpful, it would serve 
you well to consider some of the fea- 
tures that dedicated GPS units bring to 
the table, such as tracking, reporting, 
real-time alerts, and hands-free calling. 
Let's take a look at some of the benefits 
GPS units can bring to a small business. 

TALK HANDS-FREE WHILE 
A GPS DEVICE NAVIGATES 

Using a cell phone while driving 
is not only dangerous, but it also 



is prohibited in 10 states as well as 
Washington, D.C. Therefore, pro- 
viding hands-free calling options for 
your employees may be one of the 
best forms of liability prevention your 
business can invest in, and certain 
GPS units can help in this area. GPS 
device manufacturers clearly under- 
stand the need for GPS features that 
assist drivers while allowing them to 
keep their hands on the wheel and 
their eyes on the road. To that end, 
some GPS units on the market today 
include speakerphone and Bluetooth 
functionality. These features work 
together with cell phones so that a 
user can, for example, use Bluetooth 
to pair a smartphone with a GPS unit, 
adjust the GPS unit's settings to ac- 
commodate hands-free calling, stow 
the phone in the glove box, and hit 
the road with the knowledge that 
placing and receiving phone calls can 
be done via voice alone. These GPS 



units typically include POI (points of 
interest) dialing, too, which enables 
users to call ahead to a hotel, restau- 
rant, or any other location appearing 
on the GPS unit's display. 

STANDARDIZE GPS 
EQUIPMENT FLEET-WIDE 

If your business relies on a fleet 
of vehicles to deliver products or 
provide services, whether the cov- 
erage area is citywide or nationwide, 
the value of installing GPS solutions 
across the fleet can't be overstated. 
Deploying a unified network of GPS 
units enables administrators to send 
orders, routes, alerts, and other rel- 
evant information remotely. And by 
preprogramming customer maps, you 
can potentially let clients view where 
fleet vehicles are located in real-time. 
The same goes for recurring desti- 
nations, as tracking and fleet man- 
agement specialists can determine 
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optimal routes employees should 
take in order to maintain a prompt 
schedule, meet quotas, or get other 
travel-related tasks done more effi- 
ciently. Solutions in this area range 
from complex third-party systems for 
large fleets to simple (sometimes mo- 
bile) fleet tracking apps that work for 
smaller businesses on a tight budget. 

MANAGE FUEL USAGE 
WITH LIVE UPDATES 

Experienced road warriors know 
that tracking down filling stations 
with the lowest fuel prices can turn 
into an endless chase, so it goes 
without saying that a GPS device 
that provides accurate local fuel 
price updates could cut down signifi- 
cantly on gas-up costs. GPS devices 
equipped with live data subscrip- 
tions can update listings for nearby 
gas prices based on the current or 
specified location, allowing you to 
compare prices in the vicinity or on 
an upcoming route. Some systems 
also include fuel logging features for 
keeping a record of gas consumption 
and purchases. 

RECEIVE EARLY WARNINGS 
FOR TRAFFIC DELAYS 

One of the most beneficial GPS fea- 
tures for employees, especially those 
traveling long distances or in high 
density areas, is the ability to auto- 
matically receive up-to-the-minute 
traffic data. Built into most GPS units, 
live traffic services deliver location- 
and route-specific information from 
traffic data suppliers. This data pri- 
marily comes from federal, state, and 
local departments of transportation; 
traffic helicopters; and data suppliers' 
own ground-level monitors and sen- 
sors. The result is that drivers are 
able to avoid problem areas and are 
less likely to get caught in congested 
traffic due to such things as construc- 
tion and road or lane closures. And 
even when unexpected roadblocks 
such as auto accidents occur, drivers 
can use the alternative route feature 
common to most GPS devices to 



quickly map a way around the road- 
block or problem area. 

PAIR MOBILE APPS 
WITH GPS SYSTEMS 

Just as mobile apps can't replace 
dedicated GPS units, neither can the 
typical GPS unit replace all of the 
functionality available in location- 
based apps for smartphones and tab- 
lets. In fact, with a combination of 
the two at hand, you can consider the 
GPS unit your captain and a carefully 
chosen collection of location-based 
apps your copilot. For example, let 
your in-vehicle GPS device lead you 
to a good parking spot, and then use 
a city transit app to help you find the 
right train for your lunch meeting. 
Select manufacturers have even taken 
dual-device navigation to the next 
level by developing apps that sync 
with your GPS system. Such apps are 
capable of saving your frequented 
locations, parking spots, and various 
services associated with your wire- 
less carrier's data plan. 

CONSIDER DIFFERENT 
GPS MOUNTING OPTIONS 

New GPS devices almost always 
come with mounting accessories in 
the box. You may find that these fac- 
tory accessories work quite well, but 
they might not automatically be the 
best options for your particular vehi- 
cles or drivers. Investigate various al- 
ternative mounting options, as some 
have evolved beyond the standard 
plastic windshield attachment. For 
instance, some of the more advanced 
GPS mounting systems feature a par- 
tially embedded magnetic mount that 
charges the system when it's docked. 
Whatever style of mount you con- 
sider — whether it clips to an air vent 
or cup holder, rests in a weight on 
the dash, or extends with a goose- 
neck from a suction cup or cigarette 
lighter — think of it as a worthwhile 
investment if it helps your employees 
stay focused on getting from point A 
to point B with the least amount of 
hassles and distractions. 



TRACK TRIP METRICS & 
DRIVER ASSIGNMENTS 

If your business utilizes a com- 
pany-wide GPS vehicle tracking 
system, administrators can monitor 
travel progress as drivers track their 
trip statistics from fleet GPS devices. 
While on the road, drivers can observe 
their vehicle's current speed, estab- 
lished speed limits, estimated arrival 
times, odometer reading, and time to 
destination on a unified dashboard. 
To prepare recorded data for post- 
trip reports, some systems let you 
export mileage information or use a 
built-in mileage calculator to deter- 
mine if the trip was profitable. These 
features may serve to increase travel 
efficiency in future trips. Fleet vehicles 
might also require more comprehen- 
sive monitoring history; therefore, 
a system that offers automated re- 
porting can be invaluable. Tracking 
reports might include activity details, 
full day start and stop times, idle time, 
path history, vehicle performance, 
maintenance reminders or stops, 
speed summaries, summary notes, or 
additional relevant data. Fleet man- 
agers can also distribute assignments 
via Web alerts, key fob, in-vehicle 
reader, or text message. 

USE GPS SYSTEMS DESIGNED 
FOR COMMERCIAL VEHICLES 

Whether the fleet you manage con- 
sists of a small number of vehicles or 
hundreds of trucks, there is always 
plenty of travel data worth gathering. 
Consumer GPS devices are capable 
of collecting certain relevant metrics, 
of course, but some companies may 
benefit from high-end commercial 
GPS solutions. These systems may 
feature keypads, touchscreens, mul- 
tiple USB ports, Ethernet ports, ex- 
panded operating system or software 
functionality, and built-in memory. 
In addition, durable commercial 
models are designed to weather 
harsh temperatures, humidity, vibra- 
tion, and shocks more readily than 
retail-box consumer GPS devices. 
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Accessories Are 
Getting Smarter 

A Look At The Technology Behind The Smarts 



A LITTLE MORE THAN A DECADE AGO, 

Bluetooth headsets and ear-pieces were 
all the rage. To outsiders not interested 
in the latest gadgets, these devices may 
have served to make users appear as 
if they were talking to themselves as 
they walked or drove. But for users, 
Bluetooth was a major enabler, elimi- 
nating the need to stop moving for- 
ward in order to place calls. 

In recent years, Bluetooth tech- 
nology has improved along with other 
short-range wireless technologies. 
At the same time, components have 
become smaller and more powerful, 
with smartphones and tablets drawing 
many users away from full-sized com- 
puters. Now we have reached the 
beginning of a new era of "smart" de- 
vices: mobile electronics that do more 
and last longer per charge. 



WHAT "SMART" MEANS 

It's one thing to call a new generation 
of devices "smart," but it's something 
different to transcend branding and offer 
some substance behind the designation. 
We are now at a point where "smart" 
really means something, due largely to 
the combination of those smaller, more 
powerful components and the nearly 
ubiquitous presence of wireless technol- 
ogies. The ability of devices to transmit 
data wirelessly and continually, and fur- 
thermore to connect with other devices 
in ways that are meaningful to users, 
make those devices smart. 

A device that can serve as a heart 
monitor, constantly transmitting heart 
rate and other relevant medical data to 
a smartphone, is one example of a smart 
device. Wearable fitness devices, smart- 
phones, wrist watches that include GPS 



plus other wireless capabilities, and even 
some gaming devices are all examples of 
smart products. "Smart," then, is a fairly 
simple concept with a broad — and ex- 
panding — range of applications. 

NFC FOR MOBILE PAYMENTS, 
SECURE ACCESS & MORE 

Although newer than Bluetooth, NFC 
(near field communication) is a tech- 
nology that has also been around for a 
few years and is gaining more and more 
favor with manufacturers. NFC is built 
on the same technology that brought us 
RFID (radio frequency identification), 
which is now commonly used by major 
retailers, factories, shipping companies, 
and the transportation industry, and in- 
volves the use of electronically readable 
tags and tag readers to track the exis- 
tence and movement of things. 
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Devices that use NFC include a chip 
capable of making brief, short-range 
wireless connections with other NFC- 
capable devices. As of now, NFC is 
chiefly used for mobile payment ap- 
plications — it's the technology that lets 
you tap your smartphone against a 
device in an establishment, such as a 
coffee shop, to electronically transfer 
money from your bank account to the 
vendor — and as an identification and 
secure access tool, where it can enable a 
device to function as a key card would. 

NFC is also found in miscellaneous 
services such as those that let users ex- 
change contact information (replacing 
the business card exchange with the 
bumping together of smartphones), 
kiosk and help desk services, and elec- 
tronic ticketing. More uses are pos- 
sible, but it's unclear as yet whether the 
newest version of Bluetooth will eclipse 
NFC by offering comparable solutions. 

AN EVEN BETTER BLUETOOTH 

Bluetooth remains the most promi- 
nent of all short-range wireless technol- 
ogies, perhaps because it's so flexible. 
It has better range than other technolo- 
gies, accommodates either one- or two- 
way communications, and has countless 
practical uses. In addition to headsets 
for mobile phones, Bluetooth is com- 
monly found in hands-free car kits, por- 
table keyboards, and headphones. 

Enhancements made to Bluetooth in 
recent years include A2DP (Advanced 
Audio Distribution Profile), which par- 
ticularly benefited music lovers. A2DP 
is a specialized Bluetooth profile that 
supports stereo sound and reliable 
audio streaming. A2DP works in one 
direction (device to headphones) and is 
supported by a range of headphones, 
media devices, and mobile phones. 

The newest Bluetooth version, 
Bluetooth 4.0, is radically different from 
previous versions. It is an extremely 
low-power technology, which means it 
can operate on a coin-cell battery that 
lasts for years rather than months or 
weeks. Bluetooth 4.0 came with new 
"Smart Ready" and "Smart" desig- 
nations. However, the presence of a 



Smart-capable chip doesn't necessarily 
indicate the functionality you may be 
looking for, says Michael Morgan, se- 
nior industry analyst with ABI Research 
( www.abiresearch.com ). Morgan says it's 
important to determine what capabili- 
ties a manufacturer included in a given 
product rather than to simply look for 
the Bluetooth 4.0 Smart branding. 

ANT+ FOR FITNESS & HEALTH 

ANT+ is a proprietary short-range 
wireless solution that is very similar to 
Bluetooth 4.0 in key areas such as low 
power consumption, low bandwidth 
usage, and wireless frequency (2.4GHz 
range). However, ANT+ functions more 
like Wi-Fi in the sense that it accom- 
modates the transfer of data between 
various sensors and devices without 
designating the "master" and "slave" 
networking nodes that limit Bluetooth. 

The machine-to-machine function- 
ality of ANT+ makes the protocol 
useful for a host of fitness and health- 
related applications. For example, the 
technology is currently used in heart 
rate monitors for a variety of medical 
and sports scenarios. Another benefit 
of ANT+ relative to Bluetooth is that 
ANT+ can make wireless connections 



with dozens of sensors simultaneously 
without interference. The technology 
is designed to work well, then, in 
gyms and other environments where 
many ANT+-equipped devices may be 
working simultaneously. 

THE INTERNET OF THINGS 

Along with Wi-Fi, the short-range 
wireless technologies we've discussed 
will all play vital roles in the develop- 
ment of the "Internet of Things," the 
concept that stems from the exponen- 
tially growing number of sensors and 
wireless devices, whereby billions of 
devices will share data over connected 
networks; imagine the Internet itself, 
and you can see where this is headed. 

For businesses, utility companies, 
and other industries, this will mean 
more data to inform certain processes, 
such as supply chain management. For 
individuals, this will mean that you can, 
for instance, wirelessly download an 
app on your smart watch when you're 
on vacation in Tahiti and log in to a ser- 
vice that will let you turn off the under- 
ground sprinklers at your residence. At 
the strictly personal level, says Morgan, 
"It's not the Internet of things, it's the 
Internet of my things." 
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Tablet Security 

Protect Your Company From Attack & Prevent Data Leaks 



Tablets and other mobile devices 
are a major part of the business world 
and for that reason small and large 
companies alike need to look at how 
to secure those devices for use in the 
office and abroad. With a solid bal- 
ance of education, policy, and soft- 
ware, you can give employees the 
option of using company-issued or 
consumer-owned mobile devices 
without making your business vul- 
nerable to security risks. 

LEVERAGE PASSWORDS 

Perhaps the best (albeit most basic) 
advice for establishing a strong foun- 
dation for device security is to use 
whatever password options are avail- 
able. Although it might only involve 
setting up a simple 4-digit PIN (per- 
sonal identification number), advise 
employees to use whatever tablet 
OS option is available to keep their 
devices locked. This doesn't protect 



data flowing wirelessly to and from 
the device, but it insulates the device 
itself with a blunt security layer. 

KEEP IT CLEAN 

If there is no administrative 
method in place to do so, instruct em- 
ployees to keep their devices' firm- 
ware, operating system, and apps 
up-to-date. It's also a good idea to 
clear the device's Web browser cache 
and saved data (such as passwords 
and form information) on occasion. 
Granted, doing these things often 
positively impacts performance more 
than safety, but some software up- 
dates include security enhancements, 
and deleting website login informa- 
tion can be helpful should the device 
fall into the wrong hands. The "keep 
it clean" rule should also be applied 
to information (especially sensitive 
company information) and logins 
stored in mobile apps. 



BE CAREFUL WITH EMAIL 

In general, users should avoid 
sending sensitive information via 
email on their tablets. If possible, 
though, encrypt that email on the com- 
pany side (or server side) to make sure 
that email messages are protected re- 
gardless of where the recipient reads 
the message or the device being used. 

SHUN UNSECURED WI-FI 

Wi-Fi hotspots at coffee shops, 
hotels, and other locations are con- 
venient, but that doesn't mean em- 
ployees should connect to them with 
their mobile devices without a second 
thought. Due to the public and, more 
often than not, unprotected nature of 
public Wi-Fi hotspots, other users on 
the network could potentially spy on 
employees as they check their com- 
pany emails or perform other busi- 
ness-specific tasks. As a general rule of 
thumb, employees should avoid using 
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public Wi-Fi at all costs and wait until 
they have access to a private network 
at another location or take advantage 
of a company VPN (virtual private 
network) connection. 

MAKE GOOD USE OF VPN 

Virtual private networks (VPN) 
provide an extra layer of security for 
employees away from the office, but 
they also allow those same employees 
to safely access internal company in- 
formation. Companies can set up a 
VPN and install a client on every mo- 
bile device; doing so will give those 
employees access to the private net- 
work. Once connected, employees can 
securely access documents, videos, 
images, and other files using their 
tablet without actually having those 
files stored on the device. If you do 
opt for the VPN approach, make sure 
employees know to sign out of the 
VPN client and fully close it to make 
sure that connection is no longer ac- 
cessible. 

USE DATA STORAGE BEST 
PRACTICES 

Employees should avoid storing 
sensitive data on tablet drives, but if it's 
absolutely necessary, then they should 
use encryption. Most tablets provide 
system settings that enable users to en- 
crypt every piece of data stored on the 
device. With this type of encryption 
in place, every time a tablet is turned 
on, the user will be required to enter a 
password to decrypt the information. 
It's also important to make sure that 
employees back up the data stored on 
their tablets whenever they get back to 
the office. And, as an extra precaution, 
employee tablets should have active 
GPS locators, so the device can either 
be found or the contents remotely and 
permanently wiped. All of these pre- 
cautions come in handy when a device 
is damaged, lost, or stolen. 

AVOID GEOLOCATION 

Some applications use a geoloca- 
tion feature that will tag your specific 
location when you upload a picture, 



change your Facebook status, or send 
out a tweet. From the employee and 
consumer perspective, location tag- 
ging can be a fun way to interact with 
friends and family. But for the com- 
pany, it can bring unnecessary risk that 
needs to be addressed through em- 
ployee education. After all, if a hacker 
finds out that a high-level employee 
regularly connects to a local coffee 
shop's public Wi-Fi at a certain time, 
the hacker could access that same net- 
work and steal data as it's transmitted 
to and from the mobile device. 

PREVENT UNAUTHORIZED 
APPLICATION USAGE 

The first step with application secu- 
rity on tablets is to instruct employees 
to only download company-approved 
apps and be wary of free apps in gen- 
eral. But the truth is that some em- 
ployees will ignore this instruction 
and download the applications they 
want regardless of policy. In that case, 
there are a few approaches you can 
take. For starters, you can install a 
scanning application that will search 
through downloaded apps and make 
sure there aren't any malicious pro- 
grams hiding within. You can also set 
up your own company app store and 
use it to provide employees with au- 
thorized app options based on their 
role in the company. 

USE SANDBOXING TO 
SEPARATE WORK & 
PERSONAL DEVICE USAGE 

Another tactic for application secu- 
rity and data protection in general is 
to set up sandboxes or containers on 
the device that can separate applica- 
tions from one another and limit or 
completely deny interaction between 
them. With this approach, you can 
put all business apps in one sandbox, 
including email, VPN clients, and 
other solutions, and then let the em- 
ployee put personal apps, like games 
or fitness apps, in a separate sandbox. 
Sandboxing can prevent malicious ap- 
plications from accessing business apps 
as well as prevent social networking 



apps from accessing sensitive data and 
allowing users to accidentally post it. 

INSTALL (& RUN & UPDATE) 
ANTIVIRUS SOFTWARE 

It never hurts to install an anti-virus 
application on your tablet, especially 
one that features a firewall and virus/ 
malware detection. You may also be 
able to find an anti-virus application 
suite that provide typical security fea- 
tures, but also include a remote wiping 
functionality and other features. 

CONSIDER A MOBILE DEVICE 
MANAGEMENT SOLUTION 

For an extra security level above 
anti-virus and even sandboxing, en- 
terprises may want to consider MDM 
(mobile device management) soft- 
ware. MDM solutions can be installed 
on smartphones, tablets, and other 
mobile devices to give the company 
full control. MDM solutions provide 
administrators with the capability to 
monitor and manage traffic and data 
stored on applicable devices, make 
sure employees aren't connecting to 
unsecure networks, and even whitelist 
or blacklist certain applications to con- 
trol whether employees can or cannot 
download and install them. One po- 
tential problem with MDM solutions 
is that they can often be viewed as 
overbearing from an employee per- 
spective. For that reason, you should 
find the right MDM balance de- 
pending on whether you issue com- 
pany devices or allow BYOD. 

USE PHYSICAL SECURITY 

Once you have all of the software- 
based concerns out of the way, you 
should also issue a screen protector 
and hard case with every tablet you 
hand out. Many tablets have glass 
screens or generally fragile frames that 
can be easily damaged if dropped, 
but hard cases will also protect the 
internal components. If some of your 
employees are also business travelers 
with laptops, it might be a good idea 
for them put their tablet in the laptop 
bag for extra protection. 
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Keep Mobile Data 
Confidential 

Solutions For Staying Security-Savvy 



According to a Juniper Research 
( www.juniperresearch.com ) report, the 
market for mobile device security 
software will skyrocket to $3.7 billion 
by 2016. Why the investment? We can 
find one clue in IDC's ( www.idc.com ) 
Worldwide Quarterly Mobile Phone 
Tracker report, which reports that 
vendors shipped 418.6 million mobile 
phones in Ql of this year compared 
to 402.4 million units in Ql 2012. 

With the rapid adoption of smart- 
phones and tablets come numerous 



security challenges, many of which 
arise because the affected items are 
almost always personal devices. Look- 
out Mobile Security's August 2011 
Threat Report identifies the four dan- 
ger categories for mobile users: ap- 
plication-based, Web-based, network, 
and physical threats. Application- 
based threats typically attack mobile 
devices as malware, spyware, the 
acquisition of personal info (privacy 
threats), and application vulnerabil- 
ity exploitation. 



Lookout Mobile Security's August 
2011 Threat Report identifies the four 
danger categories for mobile users: ap- 
plication-based, Web-based, network, 
and physical threats. Application- 
based threats typically attack mobile 
devices as malware, spyware, the 
acquisition of personal info (privacy 
threats), and application vulnerabil- 
ity exploitation. 

Not unlike Web-based PC threats, 
Web-based issues on tablets are 
generally linked to phishing scams, 



Key 
Points 



When considering a 
mobile security solution, 
look for features such as 
corporate data wiping, 
multiple authentication 
options, and pre-cached 
encryption. 



Not all attacks occur via 
malicious apps: phishing 
scams, network-based 
threats, and browser 
exploitation are all 
opportunities to take 
advantage of end users. 



Cloud data services 
and remote security 
software can protect 
lost, company-issued 
devices from creating 
new vulnerabilities in 
the network. 



Technology research firms 
predict that the mobile device 
market will continue to grow 
quickly in the next five years 
as more workers use personal 
devices to do everyday busi- 
ness. 
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"drive-by-downloads" (automatic 
malicious downloads that occur 
when you visit a hijacked page), and 
browser exploits. No thanks to con- 
nectivity and communication ave- 
nues, network threats can infiltrate 
your device via Bluetooth, Wi-Fi, and 
SMS (Short Message Service) texts. 
Lastly, no one can overlook the con- 
sequences of personally losing a de- 
vice or the intentions of a tablet thief 
who hopes to profit from what he 
finds on your mobile banking app. 

STATE OF THE MOBILE UNION 

Mobile operating system devel- 
opers are continually tweaking their 
application distribution models 
and the permissions granted for the 
roll out of new third-party patches. 
However, it's the mobile end user 
who must learn the practicalities of 
mobile safety. 

Many people have a false sense 
of security when it comes to their 
mobile devices. Although the impact 
of being mobile brings with it many 
opportunities, it also poses a new 
wave of concerns and challenges. 
Organizations are becoming increas- 
ingly reliant on their mobile devices 
and combining their personal and 
professional uses, and hackers are 
taking advantage of this new era of 
information technology. 

Some of the common oversights 
that can result in a lost, stolen, or 
hacked phone, include the lack of 
a wipe feature, which lets the user 
delete any sensitive information 
from their device should it be lost or 
stolen, or installing an app that con- 
tains malware without the protec- 
tion of an antivirus application. 

To put it plainly, mobile devices 
are just as vulnerable as the tradi- 
tional laptop; your smartphone or 
tablet can suffer the exact same secu- 
rity issues as laptops do. However, 
it hasn't been until recently that 
attackers have aggressively taken 
advantage of smartphone vulner- 
abilities as they had laptop and com- 
puter vulnerabilities. 



Regardless of the bull's-eye that 
is centered squarely on the mobile 
platform, it's pertinent to consider 
the security measures that popular 
mobile operating system devel- 
opers have already established so 
that download dread doesn't grip 
your mobile workforce. 

SAFE PRACTICES & 
GOOD HABITS 

Workarounds for increasingly 
complex security issues are not elu- 
sive. To be sure, the biggest mistake 
you can make is the simplest one: 
not securing your mobile device. 
Companies that want to take mobile 
data protection seriously consider de- 
fining policy controls for consumer 
devices before the end user connects 
to the network and gains access to 
corporate files. To prevent unau- 
thorized entry into all network re- 
positories, companies should only 
allow mobile workers to search spe- 
cific folders on their devices. When 
employees share files across the net- 
work, ensure that they're not doing 



so via a consumer service. Hosting 
your own cloud storage for data ex- 
change lets you IT department see 
which files are moving where. 

Another good way companies and 
individual users can protect their data 
is to use trusted cloud-based services 
to store actual raw data instead of 
keeping it on the device. Using the 
cloud is a secure option that ensures 
you can access your data should your 
device go missing or become infected. 
It is also key to always use a strong, 
unique password on all devices. 



Equally important is drive and 
file encryption. When choosing pro- 
grams to store your information, 
make sure they are encrypted, as 
well. As more people turn to mobile 
devices, whether for work or per- 
sonal use, there are still those mali- 
cious persons who will seek out ways 
to attack on the cellular level to re- 
trieve a users' sensitive information. 

Some experts encourage using re- 
mote security servers as well as mo- 
bile management solutions. All the 
major mobile platforms have remote 
services that let users remotely lock 
a device or delete its contents. Many 
also have GPS locating services that 
help you locate a lost or stolen de- 
vice. Numerous vendors have also 
created mobile management solu- 
tions that users centrally manage 
these types of capabilities. 

Ultimately, businesses should treat 
mobile devices as though anyone 
might gain physical access to them. If 
your employees store sensitive data 
on their company-issued devices, 
then those devices need encryption 



so non-employees cannot gain access 
to sensitive company data. 

LESSONS LEARNED 

Implementing mobile security ini- 
tiatives largely depends on your com- 
pany's needs, budget, and culture, 
but if you're the one who makes the 
calls when it comes to safe mobile 
practices, don't hesitate to present 
the advice in this article to your col- 
leagues and set a plan in motion to 
overhaul any inconsistencies in your 
mobile security policy. 



Companies that want to take mobile 
data protection seriously consider defining 
policy controls for consumer devices before the 
end user connects to the network and gains 
access to corporate files. 
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Smartphone Tips 



Bright Ideas For Getting More Out Of Your Phone 



WINDOWS PHONE 



MOVE CONTACTS TO A 
NEW NOKIA PHONE 

>- If you are switching from a 
non-Windows Phone smart- 
phone to a new Windows 
Phone 8 smartphone from 
Nokia, and both phones sup- 
port Blueooth, there is a simple 
way to transfer all of your 
contact information from the 
old device to the new one. To 
begin, switch Bluetooth on 
in both phones, making sure 
that the old phone is discover- 
able. Launch the Transfer My 
Data app on the Nokia, tap 
Continue, tap to connect to the 
old phone, and follow the on- 
screen instructions to complete 
the process. 



BACK UP SETTINGS, PHOTOS & TEXT MESSAGES 

> There are three basic settings under the Backup category in Windows Phone 8, all 
of which back up specific kinds of data to the cloud. To access these settings, open the 
App List, tap Settings, and tap Backup. If you turn on App List + Settings backup, 
your phone will back up your call history, accounts, Web favorites, and various cus- 
tomizations, among other data; these are the types of things you may not think are 
important to back up, but having this information saved to the cloud comes in handy 
if you move to a new phone. The Text Message Backup is straightforward; it does ex- 
actly what you think it does. The Photos backup option is also straightforward but in- 
cludes additional options for automatically uploading photos and videos at standard 
(Good) or optimal (Best) quality. 

MOVE ITUNES MUSIC TO YOUR WINDOWS PHONE 

>- If you have a Windows Phone 8 smartphone and store your music in iTunes on a 
PC running Windows 7/8, you can download Microsoft's Windows Phone App For 
Desktop to move iTunes content to your phone. This is ideal for those who have used 
an iPhone or iPod and now wish to play media mainly on a Windows phone. Install 
and download the program, launch it, click Settings, and (under Sync Music, Videos, 
And More From) select iTunes. Tweak other settings to control what media is trans- 
ferred to your phone and whether or not it transfers automatically. 
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ANDROID 



Banish annoying 
repeat callers. 



SEND ANNOYING CALLS 
DIRECTLY TO VOICE MAIL 

>* We all have them: that person or 
company that keeps calling multiple 
times a day. You can ignore the call, 
and eventually the caller will either 
hang up or be routed to your voice 
mail. But why not save time (yours, 
that is), and send them to your voice 
mail to begin with? Bring up your list 
of contacts. Select the annoying caller 
from the list, and tap the Menu button. 
Tap Options and place a check mark in 
the Incoming Calls: Send Directly To 
Voicemail box. 

SET OR CHANGE 
DEFAULT APPS 

> The Android OS allows you to set 
default apps for just about everything. 
Have a favorite browser and mes- 
saging client? No problem. Android 
will be happy to use them as the de- 
fault applications. Likewise, if you're 
tired of the email app you installed 
and you want to try another, you can 
do it without removing the first app by 
changing the "use as default" settings. 
Select Menu, Settings, Applications, 
Manage Applications. Scroll through 
the list of applications and select the 
app you wish to deselect as the default. 
In the Application Info section that 
opens, scroll down and tap the Clear 
Defaults button. The next time you 
use another app, or perform an action 
that requires an app to open where no 
default is set, Android will ask if you 
wish to use the app as the default. 



Conditions 



R Battery 

* Plugged In 



Time 

** 11 :00pm- 7:00am SMTWTFS v - y 



Add Condition 



Settings 




KEEP YOUR SCREEN 
FROM AUTO ROTATING 

>* Most of us have a love /hate 
relationship with a particular 
feature of newer smartphones 
and tablets: the ability of the 
phone or tablet to automati- 
cally change screen orientation 
when we rotate the device. The 
problem is that most devices 
are just a little too sensitive and 
change orientation in response 
to the slightest tilt or movement. 

You can lock the display ori- 
entation with a few taps. Select 
Device Settings, and then scroll 
to select Display. Remove the 
check mark from the orientation 
item that says, "Switch orien- 
tation automatically when ro- 
tating phone." 

For most Android phones, 
this process will lock the dis- 
play in portrait mode. If you 
prefer to lock the phone in land- 
scape orientation, you will have 
to install a third-party app to 
add this capability. 



IGNORE WITH TEXT 

> One downside to smartphones is the expectation that you'll be connected 
and available 24/7. Your co-workers, family, or friends may think you can 
drop everything to take their calls, but you may have more important things 
to do. That doesn't mean you have to ignore them, though. If your smart- 
phone is running Android 2.3 (aka Gingerbread) or later, you can send a 
canned text response. 

You can usually find the feature, known as Ignore With Text, in the in- 
coming call screen. There are three options: Pick Up, Ignore, and Ignore With 
Text. Selecting the Ignore With Text option presents four canned text mes- 
sages to choose from, plus the option to create your own custom messages. 
The canned messages run along the lines of "Can't talk now " and "Call me 
later." If none of the canned messages are suitable, you can create your own, 
such as "I'm up to my eyeballs in alligators. Please call back later." You can 
be as succinct or as creative as you like. 



Some smartphones are so sensitive that 
they switch between portrait and landscape 
orientation at the slightest movement. 
Fortunately, there's a lock for that. 
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TRANSFER DATA 

FROM AN OLD BLACKBERRY 

TO A NEW ONE 

> If you have a BlackBerry smart- 
phone running BlackBerry 7 
OS or later and wish to transfer 
data from that phone to a newer 
model running BlackBerry OS 10, 
you can use BlackBerry Link to do 
so. BlackBerry Link software lets 
you transfer contacts (including 
BlackBerry Messenger contacts), 
calendar entries, tasks, memos, 
messages (as in text and mul- 
timedia messages, but not email 
messages), Password Keeper en- 
tries, and various settings from 
one device to another. To do this, 
you will need to have a media card 
installed in the old device as well 
as the password you use when 
backing up your BlackBerry. 

To begin, tap the Search icon 
on the older device, type device 
switch in the search field, and 
tap Search. This should display a 
setup screen. Select Setup, Device 
Switch, Using A Media Card, 
and Save Data. Uncheck the Save 
Emails checkbox. Select Continue, 
and the Device Switch program 
will transfer all of your informa- 
tion to the device's media card. 
Remove the media card and in- 
sert it in the new device. When the 
Device Switch interface appears 
on-screen, enter the password and 
tap Transfer to complete the pro- 
cess. To obtain email messages on 
the new device, select Settings, 
Accounts, and Add Account, and 
then enter your email address and 
password; this links the account to 
the device. 



TRANSFER DATA FROM A NON-BLACKBERRY DEVICE 

> You can use BlackBerry Link software (available for PC or Mac from 
www.blackberry.com/blackberrylink ) to transfer data from a non-BlackBerry 
device to a device running BlackBerry OS 10. If the other device is an 
iPhone, sync it with iTunes, disconnect it from your computer, download 
and install BlackBerry Link, connect the BlackBerry using a USB cable, 
select iTunes as the music source, and access the desired views (Pictures 
and Video, Music) in order to select and drag files from your computer 
to the BlackBerry. If you have an Android device or a feature phone and 
a Windows PC, you can simply connect both the non-BlackBerry device 
and the BlackBerry to the PC using the corresponding sync cables, open 
Windows Explorer (click Start, Accessories, Windows Explorer), and 
then drag files directly from the Android device or feature phone to the 
BlackBerry. 




USE THE BLACKBERRY HUB 

Among the most useful features 
introduced with BlackBerry OS 10 is 
the BlackBerry Hub. The BlackBerry 
Hub essentially consolidates all of 
your messaging and notifications 
in one place so that you're always 
alerted to incoming messages from 
all of your services. Rather than 
having to exit Email, for example, 
to launch a social media app and 
check to see if there are any new 
messages there, you can view all in- 
coming messages in the BlackBerry 
Hub. And whether you are using the 
BlackBerry Hub or a non-messaging 
app, your BlackBerry will notify you 
whenever there is a new message or 
device notification. 

To add an account to the BlackBerry 
Hub, access Settings, select Accounts, 
tap the Add Account icon, select the 
account type, enter the required infor- 
mation (typically username and password), tap next, review the settings and 
preferences and make adjustments if necessary, and tap Done. In addition to 
accessing standard email and BlackBerry Messenger, you can use the BlackBerry 
Hub to access your Linkedln, Facebook, and Twitter accounts. Whenever you 
change an account password, access Settings, select Accounts, tap the affected 
account name, make the necessary changes, and tap Save. 



: : : BlackBerry 



BlackBerry OS 10 includes the BlackBerry 
Hub, which puts all of your messaging 
services in one place. 



58 July 201 3 / www.pctoday.com 



MOBILE OFFICE 

BUSINESS ON THE ROAD 



iOS 



CHECK YOUR IPHONE'S 
VITAL STATS 

> The keys to the kingdom of infor- 
mation about what's going on with 
your iPhone can be found by tap- 
ping Settings, General, and Usage. 
Here you can look under the Storage 
heading to view the total amount of 
space available, the total amount of 
space used, and precisely how much 
storage space apps, music, and other 
media are occupying, with the items 
taking up the most space listed at the 
top. This provides a good way to pin- 
point what apps or media you might 
want to remove if your iPhone is get- 
ting low on available space. 

Similarly, the iCloud section, which 
appears further down on the Usage 
screen, displays the total capacity al- 
lotted for your iCloud storage and 
the total amount of storage currently 
in use. The Manage Storage option 
lets you change the total allotment by 
changing your iCloud plan. 

Other items worth noting on the 
Usage screen include Battery Usage, 
which features a toggle that lets you 
display (or turn off) a battery life per- 
centage indicator. Under Time Since 
Last Full Charge, you can see how 
much overall usage and standby time 
has passed since charging. At the very 
bottom of the screen, tap Cellular 
Usage to display further information 
about call time used and the amount 
of network data sent and received. 



Find out storage, cellular 
usage, and other stats. 




If you have an iPhone 4 or 
later model, you can share an 
Internet connection with a 
separate device. 



USE YOUR PHONE AS A MOBILE HOTSPOT 

> If the office-wide Internet goes down suddenly and you need a quick connec- 
tion or you simply want to connect multiple devices to the Internet when you're 
away from a Wi-Fi network, it may be beneficial to know that you can turn your 
iPhone into a mobile hotspot. For most carriers, you'll need to invest in an ad- 
ditional data plan that allows mobile hotspots, but if you have that plan in place, 
then providing Internet access to multiple devices is relatively simple. 

Tap the Settings icon and then select General, Cellular, and Set Up Personal 
Hotspot. From here, you'll need to set up the service and turn the feature on. 
After the hotspot is initiated, other devices can find your iPhone as a Wi-Fi net- 
work and connect to it; you can attach your iPhone to your computer via USB 
for access, or you can pair phones using Bluetooth and gain Internet access that 
way. It's also a good idea to set up a password for the hotspot, so go to Settings, 
Personal Hotspot, and Wi-Fi Password to do so. 

WHAT DOES PASSBOOK DO? 

>■ Although Apple hasn't transformed the iPhone into a mobile wallet quite yet, 
the company did try to lighten the load for your wallet or purse by including the 
Passbook app with iOS 6. Passbook doesn't connect with bank accounts as a mo- 
bile wallet might, but it can connect to various ticketing services (say, for movie or 
concert tickets) and transportation providers (for boarding passes for air or ground 
travel). You can also use Passport to keep track of retail store gift card and cus- 
tomer card balances, and to store electronic coupons. If there is an establishment 
you frequent, launch the Passbook app, tap the Apps For Passbook button, and 
search for that establishment to find out if it has an app. Otherwise you are more 
likely to use Passbook when a store or service offers to connect your information to 
Passbook. If you receive an email that includes a special offer from a favorite store, 
for example, look for an opportunity to send the offer directly to Passbook. 
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Audio Formats 



A Quick Guide 



Even if you're not a bona fide au- 
diophile, it's likely that you are fa- 
miliar with the MP3 audio format. 
Indeed, you probably have MP3 files 
in your digital music library. MP3 has 
been the most popular format among 
digital music listeners for years and 
is almost universally supported by 
devices that play digital music. Still, 
MP3 is far from the only audio format 
in use, and in fact has some draw- 
backs compared to certain other for- 
mats, including lagging sound quality. 
Other formats, however, don't enjoy 
the widespread support MP3 does. 
This article provides details about the 
most common audio formats in terms 
of mobile device use and explains how 
the formats differ. 

FORMATS & CODECS 

Whether buying digital music from 
an online music store or ripping tracks 
from CD (i.e., copying tracks from 



media to a computer of some kind) to 
listen to on a mobile device, it's vital to 
know what audio formats that device 
supports. Typically, you can find this 
information by checking the device's 
specifications on the manufacturer's 
website, in user manual, or the box the 
device shipped in. 

Understanding the differences be- 
tween audio formats and codecs is 
also important. A codec (short for 
compressor-decompressor) is soft- 
ware that uses algorithms to encode 
and decode audio data from an audio 
source (such as a CD) based on an 



audio format, and then stores the data 
as an audio file. MP3 is one example 
of an audio format, and a device must 
support the MP3 format in order to 
play MP3 files. 

Consider the process of rip- 
ping tracks from an audio CD using 
Microsoft's Windows Media Player 
software. Like most audio /video soft- 
ware, WMP supports ripping tracks 
using one of many supported audio 
formats, including MP3. By default, 
however, WMP uses a Windows Media 
Audio codec to create WMA files. To 
play the files, a mobile device must 



Whether buying digital music from an online 
music store or ripping tracks from CD to listen to on a 
mobile device, it's vital to know what audio 
formats that device supports. 
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support the WMA format, something 
not all devices do. 

It's also important to under- 
stand that audio formats are gener- 
ally categorized as uncompressed, 
lossless, or lossy. Uncompressed 
formats, such as the WAV format, 



use no compression when encoding 
audio data, so the process to create 
uncompressed audio files removes 
no original audio data but generate 
large audio files (roughly 10MB of 
space per one minute of audio in the 
case of WAV files). Lossless formats, 
such as FLAC, use compression to 
create smaller files but lose no data. 
Lossy formats, such as MP3, use a 
great deal of compression compara- 
tively to create small files but remove 
original data to do so. Generally, 
uncompressed and lossless formats 
are considered to provide better 
audio quality than lossy formats. 
Additionally, while it's possible to 
compress, say, a FLAC file, it's not 
possible to add audio data back to an 
MP3 file. 

BIT RATES & QUALITY 

Years ago, consumers purchased 
PMPs (portable media players) solely 
to store, transport, and play songs 
they ripped from their music CDs. If 
those CD tracks were not compressed 
into smaller digital files, however, a 
PMP couldn't store many songs. The 
key to ripping tracks effectively is in 
the bit rate, which is one element that 
affects the size and sound quality of a 
resulting audio file. 

Bit rate refers to how much data 
is delivered over a set amount 
of time. In audio terms, bit rate is 
typically measured in Kbps (kilobits 
per second), thus a 128Kbps track 



delivers 128 kilobits per second. 
Generally, a higher bit rate results 
in higher quality, but also results in 
a larger file size and therefore re- 
quires more storage space. Ripping 
an audio track with a 128Kbps bit 
rate (considered near CD-quality), 



for example, creates a smaller file and 
uses less space than a 320Kbps file 
but has lower quality. Today, users 
obtain digital music predominantly 
from online music stores, and the two 
leading stores sell tracks downloaded 
as 256Kbps digital files. 

Related to bit rate is CBR (constant 
bit rate) and VBR (variable bit rate). 
A track with a CBR means the same 
bit rate was used throughout the cre- 
ation process. A track with a VBR 
means the bit rate adjusted according 
to the track's data. For example, the 
bit rate would adjust upward (and 
store more data) to match the intri- 
cacy of a 10-piece string section but 
adjust downward (and store less 
data) for a one-note triangle section, 
all without losing any audio quality. 

AUDIO FILE FORMATS 

As mentioned, although MP3 is 
supported by virtually all mobile de- 
vices, the same type of support isn't 
true of other audio formats. The eas- 
iest way to check which formats a 
device supports is referencing the de- 
vice's specifications. The following 
are common audio formats. 

AAC (Advanced Audio Coding). 

AAC is a lossy format with wide- 
spread device support. The format is 
known for offering improved com- 
pression over MP3, thus producing 
smaller files at the same bit rate, but 
with equal or better audio quality. 



Files encoded in the AAC format are 
often stored in an M4A file container 
and use the .M4A file extension. 

ALAC (Apple Lossless). Developed 
by Apple, this lossless format is con- 
sidered akin to FLAC. Similar to the 
ACC format, ALAC-encoded data is 
often stored in an M4A file container, 
with files sporting an .M4A extension. 

AIFF (Audio Interchange File For- 
mat). The AIFF format is an uncom- 
pressed audio format that's known 
for its use with Mac computers and 
for producing audio files very high in 
quality but also large in size. 

FLAC (Free Lossless Audio Codec). 

In addition to being open source, the 
FLAC format is arguably the most 
commonly used lossless audio format 
and is considered to produce files 
with high audio quality. 

MP3 (MPEG Audio Layer 3). Created 
in the 1980s, MP3 has long been the 
most popular audio format among 
users. The format uses a lossy com- 
pression that isn't considered as effi- 
cient as newer formats; however, the 
MP3 format is supported by virtually 
all modern portable devices. 

Vorbis. This lossy audio format is 
often referred to as Ogg Vorbis (an 
open-source audio and video file con- 
tainer). Files encoded in the format 
have an .OGG extension. Vorbis is 
considered to offer better quality than 
MP3 but is not as widely supported. 

WMA (Windows Media Audio). 

Developed by Microsoft, WMA is a 
proprietary, lossy format considered 
to produce audio files similar to MP3 
and ACC files but with less support 
among devices. 

WAV. This audio format creates un- 
compressed files that feature CD-like 
quality but that are especially large 
in size, as no data is removed during 
encoding. 



The key to ripping tracks effectively is in the bit rate, 
which is one element that affects the 
size and sound quality of a resulting audio file. 
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3D SYSTEMS CUBE 3D PRINTER 

V 'Tor many users, 3D printers might seem like the newest thing in technology. 
The fact is, though, they've been around for years. General availability to con- 
sumers, however? That's another story — until recently, that is. Thanks to an 
agreement between 3D Systems ( www.3dsystems.com ) and Staples ( www.staples.com ), 
anyone with an interest in printing small 3D objects can walk into a select Staple re- 
tail outlet or visit the store online and pick up a second-generation Cube 3D Printer 
for $1,299.99. The partnership makes Staples the first major U.S. retailer to offer 3D 
printers. The Wi-Fi-enabled Cube 3D is compatible with Windows and Mac sys- 
tems, available in five colors, and bundles more than two dozen free 3D templates 
designed by pros to get you started. The tinkering type, however, can dream up 
their own designs using 3D Systems' Cubify Invent software. Making the entry 
into the world of 3D printing even easier, 3D Systems ships the unit so that it's 
ready to use out of the box "with no user training required." Actual prints output 
in 5.5 x 5.5 x 5.5-inch sizes in 16 colors using ABS and PLA plastic cartridges. 
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SONY VAIO FIT NOTEBOOKS 

> There's a great deal to be said for getting your dollars' worth. That's 
exactly what Sony ( www.sony.com ) set out to do with its new VAIO Fit 
notebook lineup. Aimed at mobile professionals among others, the VAIO 
Fit family consists of four Windows 8 models that Sony says share "many 
of the same features" as its "amazingly thin and powerful ultra-premium 
models but at an entry-level price point." The Fit 14 ($649), Fit 15 ($699), Fit 
14E ($549), and 15E ($579) each feature brushed-metal exteriors available 
in various colors, while the Fit 14 and 15 models include a diamond-etched 
VAIO logo on the top cover. The 14-inch notebooks sport HD+ (1,600 x 900 
resolution) displays while the 15-inch models provide full HD (1,920 x 
1.080 resolution) displays. All models offer a capacitive touchscreen 
option, and each benefits from Sony's color-enhancement tech- 
nology, as well as Sony-developed Exmor R PC CMOS sen- 
sors that boost webcam abilities in low light and Sony 
ClearAudio+ technology that outputs "louder and 
clearer sound for a virtualized surround sound ex- 
perience." (The 14E and 15E models have "big box 
speakers," while the 15E also features a subwoofer.) 
Also onboard is NFC support; hybrid and SSD hard drive op- 
tions; Rapid Wake technology; quick-charge abilities; a full-size backlit key- 
board (the Fit 15 integrates a number pad); and ArtRage Studio and Sony 
Imagination Studio software for art, movie, and music creating needs. 




CANON VIXIA HF G30 CAMCORDER 

> Sure, basic video quality will suffice for capturing everyday events, but there are those times when taking a step 
up in video quality is warranted, such as when the company is shooting promotional videos to tout its products 
and services to potential customers and clients. Enter Canon's new VIXIA HF G30 ($1,699.99; usa.canon.com ), the 
flagship camcorder in the company's VIXIA Series that's geared to advanced amateurs but includes "professional- 
level performance" packed into a consumer-friendly design. The pro-level abilities start with a new 20X wide-angle 
(26.8mm-536mm 35mm equivalent) f / 1.8 HD Video Lens that Canon constructed using the same Hi-UD (Hi Index 
Ultra Low Dispersion) technology that Canon's XF pro camcorder line uses. Canon also bumped up the size of the 
HF G30's HD CMOS Pro Image Sensor from earlier generations. Along with a new DIGIC DV 4 Image Processor 

and SuperRange Optical Image 
Stabilization feature, the sensor 
provides images with low noise, 
more depth, and more vibration 
control ability, Canon states. 
Other advanced features include 
both 1080/60p MP4 and AVCHD 
Progressive recording abilities via 
a new Dual Recording feature, a 
new 3.5-inch OLED touch panel 
display, and new Wi-Fi Remote 
ability that enables controlling 
the camcorder remotely via Web 
browser on a smartphone, tablet, or 
PC. A June release for the VIXIA HF 
G30 is expected. 
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Quick Cloud Collaboration 

KEEPS PROJECTS IN SYNC 



AS THE NUMBER OF EMPLOYEES doing 

business outside the walls of the tra- 
ditional office environment increases, 
companies of all sizes are adopting new 
ways of getting work done. Namely, 
they're moving toward more flexible, 
efficient cloud-based services. Although 
the purposes of online SaaS (software 
as a service) options vary, users are tak- 
ing advantage of seamless conferencing, 
file sharing, idea generating, and so 
much more. Read on to find a service 
that suits your collaborative needs. 

>► TAKE DOCUMENTS 
OFFLINE 

It seems inevitable that wireless In- 
ternet availability determines when 
and where you edit online documents 
while you are on the road. But with the 
help of the right device-specific offline 
app, you don't have to postpone work 



until you are within range of a Wi-Fi 
hotspot. Some basic apps primarily let 
you read docs offline, whereas more 
feature-packed options let you edit and 
save changes to collaborative docu- 
ments, spreadsheets, and presentations. 
Microsoft, for instance, provides a solu- 
tion for offline workers through Office 
365 's SharePoint Online ( office365.micro 
soft.com ). Using the program's MySite 
tool, you can create copies of documents 
on your PC and work on them when 
you are offline. Then, when you connect 
to the cloud again, SharePoint automati- 
cally syncs your work. 

> DON'T FORGET 
YOUR WEBCAM 

Collaboration is accomplished on an 
international level these days, which 
means that face-to-face conversations 
with globetrotting team members are 



commonly conducted via LCD touch- 
screens. Whether you're working on a 
smartphone, tablet, laptop, or PC, using 
your webcam as a collaboration tool 
connects you to colleagues and clients 
more intimately than the routine confer- 
ence call. We suggest using a videocon- 
ferencing app or software that supports 
multiuser conversations. Some options 
let you incorporate shared whiteboards 
and simultaneous document editing. 

> CONSIDER USING 
FILE-SHARING TOOLS 

If you need to share documents that 
don't contain particularly sensitive data, 
you can do so using a file-sharing ser- 
vice. Most file-sharing services let you 
securely upload and store a limited num- 
ber of gigabytes (2 to 5GB is common) 
of data. Some services also give you the 
tools to organize your files. Sharing from 
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Sale Prices 

Contoso Hotel - Chicago agrees to purchase Fabrikam furniture according to the following prices: 



Furniture Price Quantity 


King-size Bed 




40 


Queen-size Bed 


57,500 


50 


3 -drawer Chest 


$2,000 


7 


Ottoman 


S450 


85 



Cost Of $< 

Contoso Hotel 
the following ui 
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Tomas Navarro 



rikam for f umiture purchased within 60 days of placing an order based on 
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With a cloud service such as Microsoft Office 365, you can co-author Word documents, 
Excel sheets, and other files with colleagues. Unlike traditional Office products, you don't 
have to save a separate version for yourself or wait until another person closes the file. 
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If you're a Windows Phone user, you can easily access Office 365 apps from your device. 
Specifically, you're able to start a new OneNote page, create a new Office document, or edit 
files saved in SharePoint. 



your mobile device makes on-the-go 
collaboration convenient, so it's ben- 
eficial to check out file-sharing apps ap- 
propriate for your device. 

> CONSIDER ONLINE 
PRODUCTIVITY TOOLS 

A plethora of Web apps fall under the 
umbrella of ''productivity/' but in no 
way is that a bad thing because there is 
an app for practically every task, prior- 
ity, project, and goal. For instance, you 
can use project management tools to 
juggle deadlines, manage to-do lists, 
track workflows, and more. Adding to 
these capabilities, Microsoft Office 
365 gives team members shared ac- 
cess to master documents via user- 
created intranet sites, so they can edit in 
real-time and manage file access among 
customers and partners. 

> USE WHITEBOARDS 

When you can't meet in person, you 
and your virtual team can interact and 
brainstorm on full-featured online 
whiteboards. Browser-based white- 
boards typically let you invite meeting 
participants to create and sketch on the 
same board. A number of whiteboard 
apps also support real-time collabora- 
tion in which everyone in the session is 
an equal participant. This is a good tool 
for tablet users who want to share ideas 
on the go but need input from others. 

> ACCOMPLISH MORE WITH 
WEB APPS THAT COMBINE 
DIFFERENT CAPABILITIES 

Multitaskers take note: Not only can 
you collaborate with more team mem- 
bers in the cloud than ever before, but 
you can also complete more tasks with- 
in the same service. Want to walk your 
team through a live slideshow from 
a presentation sharing service? No 
problem. Need to create flow diagrams 
and share relevant images with your 
colleagues online? There's a service for 
that. And, if your team and a third-party 
developer are working on a website, 
for example, you can work together in 
a virtual space where anyone can add 
comments, crop images, and more. 



> MANAGE TIME & TASKS 

Organizing schedules and all the as- 
sociated meetings, deadlines, projects, 
and so forth can become a daunting 
task. Among the available cloud-based 
sites and mobile device apps, you 
can find apps and services that will 
help you manage your work life. Con- 
sider utilizing event-based plan- 
ners, group-oriented reminder apps, 
services for meeting coordination, and 
visual to-do lists to keep your busy life 
on track. 

> PRINT DOCUMENTS 

When you need to print content 
from your mobile device, you can use 
one of many available apps to print 



documents to supported printers any- 
where in the world. For example, if 
you are working on a presentation on 
your tablet while traveling and need 
to distribute copies to colleagues, you 
can print the presentation to a print- 
er in your main office. Some mobile 
printing apps let you search a direc- 
tory for nearby printers (such as those 
in hotels or airports) or locate a print- 
er via GPS, so if you need to print a 
boarding pass or other content from 
your device while traveling, you can 
do that, too. Some cloud-based print- 
ing apps and services also provide the 
option to print by sending an email 
attachment to a supported printer, or 
to print documents saved in an online 
storage service. 
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PowerPoint Tips For 

ADDING CHARTS & GRAPHS 



The scenario is familiar to traveling 
professionals: your PowerPoint presen- 
tation is all set when new and relevant 
information comes to light and must 
be added. If you're on the road or in 
the sky and find yourself having to 
add charts or graphs to a PowerPoint 
presentation, this article will help. We 
include tips designed for PowerPoint 
novices and adept PowerPoint users 
seeking specific chart-making advice. 

>► CREATE A BASIC 
CHART OR GRAPH 

To insert a colorful chart or graph il- 
lustration into your PowerPoint presen- 
tation, locate the Insert tab and select 
Chart. Next, look through the available 
chart types, select the design that best 
represents the information you want 
to share, and click OK. A Microsoft Ex- 
cel chart will open with placeholder 



text and figures you can replace with 
relevant data. When you finish entering 
information, click File and Close to open 
the finished chart in PowerPoint. 

> SAVE & MANAGE 
CHART TEMPLATES 

If you want to adjust the look of an 
existing chart, click the chart in the 
PowerPoint slide, and the Chart Tools 
contextual tab appears. Keep in mind 
Chart Tools will only appear when 
you select a chart. Open the Design 
tab and you can manipulate the over- 
all layout of a chart, adjust its style, 
and save it as a template for future 
presentations. To adjust the orienta- 
tion, size, or spacing of a chart's data 
and graphical elements, expand the 
Charts Layouts pane and choose one 
of the nine layout options. You can also 
change chart elements and background 



colors by selecting options from the 
Chart Styles section on the Design tab. 
When youVe fashioned a chart you'd 
like to reuse, click the Save As Tem- 
plate button on the Design tab. Name 
the chart and PowerPoint saves it with 
the .CRTX file extension, which indi- 
cates it is a chart template. 

> HIGHLIGHT IMPORTANT 
DATA IN A POWERPOINT CHART 

Whether you're presenting numerous 
charts or need to add emphasis to spe- 
cific data within a chart, sometimes it's 
beneficial to call out key points. Locate 
the Drawing pane in the Home tab and 
expand the Shapes menu. Select one that 
is appropriate for emphasizing informa- 
tion in your chart, and then click any- 
where in the chart to place the shape. To 
customize the shape, select it and click 
the Shape Fill, Shape Outline, Shape 
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Microsoft PowerPoint's Design tab in the Chart Tools contextual tab lets you modify the 
layout of your chart and adjust its style. These settings help you create one-of-a-kind charts 
and graphs that illuminate important statistics or values. 
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You can outline a graphical element, change its color, and add unique effects to a chart or graph 
all within PowerPoint. In addition, applying WordArt Styles will change the fill color, shade, and 
outline of selected text. 



Effects, and Quick Styles options in the 
Drawing pane. 

> INSERT A CHART 
THAT'S LINKED TO EXCEL 

If you're used to working in Excel and 
prefer to construct the skeleton of your 
chart first, you can compile data in Excel 
and then create a chart in Excel to use in 
PowerPoint. Start by entering values 
in an Excel workbook. Highlight all nec- 
essary data cells, click Insert, and apply 
a preferred chart style in the Charts 
pane. Next, select the newly created 
chart and click Copy in the Home tab. 
Open a current or new PowerPoint slide 
and find the Clipboard pane. Click the 
Paste drop-down arrow and choose 
Keep Source Formatting & Link Data 
(to maintain the appearance of the Excel 
file) or Use Destination Theme & Link 
Data (to match the chart appearance 
with the presentation). 

>- EDIT & ADD LABELS 

A chart that includes a lot of numbers 
or a detailed legend may require some 
editing, especially because you want it 
to look polished for presentation pur- 
poses. These fine-tuning tools are lo- 
cated in the Labels pane of the Layout 
tab on the Chart Tools contextual tab. If 
you notice that your chart is missing a 
title, you can add one by clicking Chart 
Title and selecting Centered Overlay 
Title or Above Chart — this displays 
a title at the top of the chart. You can 
browse the remaining label options to 
add axis titles, insert legend variations, 
and manipulate data. 

>- ADJUST STYLE & TEXT 

To put the finishing touches of color and 
contrast on a chart, start by clicking the 
Format tab in the Chart Tools contex- 
tual tab. You can enhance backgrounds, 
category shapes, and 3D chart elements 
when you use options on the Shape 
Styles pane for each feature. Options 
on the WordArt Styles pane let you 
apply fill colors, outlines, and effects to 
chart text. To view every part of your 
chart (such as depth, floor, horizon- 
tal axis, side wall, and so on), click the 



drop-down arrow at the top of the Cur- 
rent Selection pane. 

> MODIFY DATA 

IN AN EXISTING CHART 

Regardless of whether you created 
your initial chart in Excel or Power- 
Point, you should be able to modify 
data without much hassle. In Power- 
Point, click the chart you intend to 
change and select the Design tab in the 
Chart Tools contextual tab. Next, click 
Edit Data in the Data pane. Excel opens 
the data sheet in a new window and 
from here you can click and edit indi- 
vidual cells. Simply closing the Excel file 
will refresh and save the new content. 



> ADD ANIMATION 

If you want to emphasize a particular 
data group, you can add animations to 
a graph or chart. Under the Animations 
tab, the Animation pane has approxi- 
mately 30 default animations you can 
apply to a chart. Explore extra effects 
by clicking More Entrance Effects, 
More Emphasis Effects, or More Exit 
Effects at the bottom of the Animation 
menu. To stagger the animation of 
individual objects, click Effect Options 
and select one of the following func- 
tions: As One Object, By Series, By Cat- 
egory, Be Element In Series, or By Ele- 
ment In Category. 
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Isolate Malware 

HOW TO COMBAT ATTACKS 



An unfortunate fact about using 
an Internet-connected computer 
these days, whether it is a personal 
or company-issued notebook, is the 
constant threat of malware infection. 
Even when taking pre-emptive action 
to combat malware attacks, there's 
a fair chance one will eventually hit 
your notebook anyway, if for no other 
reason than the sheer volume of mal- 
ware that attackers introduce daily. 
Frighteningly, recent research from a 
leading security software maker cited 
6.5 million malware samples were de- 
veloped between January and March 
2013 alone. Of this number, Trojan 
horses accounted for 75% of all mal- 
ware and were responsible for 80% of 
all global computer infections. 

What's startling is that these attacks 
included zero-day threats in which, as 
the name suggests, zero days expire 



between when a given vulnerability is 
discovered and when attackers release 
malware targeting the vulnerability. 
With malware being so prevalent and 
persistent, a large part of combatting 
it is being able to recognize signs that 
a system may be infected and then 
knowing how to troubleshoot the 
problem. Also important is what secu- 
rity tools are available to detect, protect 
against, and remove malware. The fol- 
lowing details these issues and others 
for notebook business users. 

> THE WARNING SIGNS 

Although new malware variants are 
constantly being developed and re- 
leased, malware is generally catego- 
rized into several common groups, 
including viruses, worms, rootkits, 
spyware, Trojans, key loggers, ad ware, 
and ransomware. What these groups 



have in common is an aim to infect a 
user's notebook to steal personal or 
company information, hijack the sys- 
tem outright, or cause other types of 
damage. Malware infections can tran- 
spire in numerous ways, including 
when you visit an infected website, 
install software or an app with mal- 
ware hiding inside, click links or open 
attachments in email, or insert an in- 
fected USB thumb drive. 

Though warning signs that mal- 
ware may be present can differ de- 
pending on the malware type, there 
are some primary indicators to look 
for. Michela Menting, ABI Research 
( www.abiresearch.com ) senior analyst, 
says the most common include ap- 
plications and programs running no- 
ticeably more slowly, slower Internet 
performance, and data or files that are 
unexpectedly deleted or altered. A 
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"Most malware will use the Internet 
connection to send information back or 
infect other computers on a network/ 7 
she says. "Isolate the laptop and then 
run an antivirus scan." 



Michela Meriting 

senior analyst, ABI Research 



notebook running more slowly, for 
example, could indicate malware is 
stealing computing resources to fuel 
whatever activity the malware was 
designed to execute, such as hijack- 
ing the system to help generate and 
spread spam to other systems. 

Some specific examples of changes 
in notebook performance to watch 
out for include programs, files, and 
folders that take longer to open or 
that don't open at all and the note- 
book taking exceedingly long to 
shut down or not shut down at all. 
Menting says an easy way to check 
for system performance issues on 
Windows notebooks is to look at 
the processes running in the Task 
Manager and pay particular atten- 
tion to memory or CPU resources. 
"If users regularly check the Task 
Manager, they may be able to more 
easily spot when something looks dif- 
ferent from normal, " she says. 

Other odd or strange system-re- 
lated occurrences that can signal pos- 
sible malware activity include the 
notebook's battery draining more 
quickly than normal, beeps or alarms 
sounding unexpectedly, and internal 
fans speeding up for no obvious 
reason. Elsewhere, the sudden and 
constant appearance of error messages 
can be a clue that malware is present, 
as can a Web browser's home page 
changing or new toolbars appearing 
in the browser without the user's in- 
volvement. Additionally, an inability 
to access various system tools; mes- 
sages that report that administrator 
rights have been denied; and a sudden 
disappearance or appearance of unfa- 
miliar icons, shortcuts, folders, photos, 
and file types are all other possible 
malware warning signs. 

Pop-up messages, including those 
that display when a Web browser 
isn't even open, are another indica- 
tion that malware (particularly ad- 
ware and Trojans) may be present. 
An especially cruel type of malware- 
related pop-up is one that warns a 
user of security vulnerabilities on his 
notebook and recommends that he 



download or buy the suggested se- 
curity software (which happen to be 
fake). Other indicators to look out for 
are phony social network posts that 
the user appears to initiate and share 
with his contacts. 

> FIGHT BACK 

When you suspect malware has in- 
fected your notebook, Menting 
advises turning off its Internet con- 
nection. "Most malware will use the 
Internet connection to send informa- 
tion back or infect other computers 
on a network," she says. "Isolate the 
laptop and then run an antivirus 
scan." Additionally, ensure that anti- 
virus software on the notebook is 
up-to-date with the latest malware 
signatures. "If not, then copy a free 
AV program onto a USB thumb drive 
and use it to install [the software] on 
the disconnected infected PC," she 
says. More sophisticated malware, 
Menting says, "may be able to obfus- 
cate its presence, and others, such as 
zero-days, have simply not yet been 
uncovered by security firms and, 
therefore, an antivirus [program] 
will not help." In such cases, Menting 
says the best option may be to wipe 
the hard drive clean and reinstall the 
operating system. 

As a means of prevention, Menting 
says, at the least, you should en- 
sure that a firewall is running and 
working properly. Generally, she 
says, most operating systems have 
built-in security features that users 
should activate. Additionally, nu- 
merous programs (including PDF 
and document-creation programs) 



provide options to password-protect 
files. "These are really useful for 
protecting sensitive documents," 
she says. "On browsers, there are a 
number of security features that can 
also be activated or increased." 

Beyond built-in tools, numerous 
malware-removal tools are free for 
download and use, as are numerous 
useful and easy-to-use program- 
based, on-the-fly encryption tools 
and anti-theft products. Menting 
says, "Users should definitely con- 
sider protecting their data as well as 
their devices." She says specific fea- 
tures and abilities to seek out in such 
tools included antivirus, antispam, 
antiphishing, and antispyware; fire- 
wall and intrusion prevention sys- 
tems; email, browser, chat/instant 
messaging, and application protec- 
tion; privacy, ID, and online trans- 
action protection; encryption and 
password management; antitheft and 
remote locate/lock/wipe; and cloud- 
based services and backup platforms. 

Usage-wise, routinely run antivirus 
scans and avoid opening email and 
attachments or clicking links within 
messages from senders you don't 
recognize; don't reply to suspicious 
email; avoid visiting suspicious or un- 
known Web sites; don't click pop-ups 
that appear suspicious and consider 
using a pop-up blocker; and don't 
download and install software from 
suspect sources. Additionally, keep 
software, including Web browsers 
and security programs, updated; 
back up data regularly; and report 
suspicious activity to your company's 
IT department. 
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Excel Formulas 

MAKE THEM WORK FOR YOU 



Excel spreadsheets are useful for 
tracking finances, storing important fig- 
ures, or even creating databases of in- 
formation. But the only way to take full 
advantage of Excel is to use functions 
and formulas. Whether you simply 
want to find the sum total of a column 
of numbers or calculate compound in- 
terest, formulas are the best way to 
transform your data. Here are examples 
of formulas that might save you time. 



CALCULATE 
COMPOUND INTEREST 

Because Excel doesn't have 
a built-in function for calcu- 
lating compound interest, 



Excel doesn't have a built-in 
compound interest function, but you 
can use this relatively simple function 
to get the same result. 



Microsoft provides a formula that will 
get you the results you need using 
present value (PV), interest rate (R), 
and the number of investment periods 
(N). So, if you make an investment 
of $100 and want to see how much 
money you'll have in 10 years with a 
4% interest rate, you can plug those 
numbers into the =PV*(1+R) A N for- 
mula. In our example, your formula 
would be 100*(1+.04) A 10. Note that 
you need to change the 4% figure 





A 


B 


1 


Initial Investment ($) 


100 


2 


Interest Rate 


0.04 


3 


Time (In Years) 


10 


4 






5 


Total 


148.02 



into a decimal number, otherwise you 
might expect larger than life return 
on your investment. Calculate the for- 
mula and you'll see that over 10 years 
your initial $100 investment will grow 
to $148.02. 

> CALCULATE PERCENTAGES 

You can calculate percentages in a va- 
riety of ways using Excel, depending 
on the information you already know. 
For instance, you can use a simple di- 
vision formula to find a comparison 
between two numbers. For instance, if 
you shipped 25 products and only one 
of them was returned, you can simply 
enter =24/25 (or use cell coordinates) to 
get a figure of .96 or 96%. If you want to 
calculate change between numbers (200 
to 250, for example), you can use the 
formula =(250-200) /ABS(200) to get a 
growth rate of .25 or 25%. 
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> SUM OF TOTALS ACROSS 
MULTIPLE WORKSHEETS 

Let's say you keep track of sales fig- 
ures over the years using the same Excel 
document. Not only do you want a re- 
cord of your current year's sales, but 
you also want your sales figure from the 
previous year at the top of each sheet. 
This will require the use of the SUM 
function as well as some cross-sheet 
calculation. Using the SUM function, 
=SUM(Sheetl!Al:A6) for instance, you 
can take numbers from the first sheet, 
add them together, and display them in 
a cell on the second sheet. 

> MATCH FUNCTION 

Excel's MATCH function makes it 
easier to find the location of a spe- 
cific figure relative to its order in a 
column. For instance, if you are search- 
ing for the number 780 in a column 
of 30 cells, you can type the formula 
=MATCH(780,B1:B30,0) to find your 
exact match. If the information is 
located in the 15th cell, for instance, 
you'll receive the result of 15 from the 
formula. You can also use a 1 or -1 
modifier in place of the to find the 
number that is greater than or less than 
your desired figure. 

GROUND UP OR DOWN 

If you work with figures that have 
multiple decimal numbers and need to 
round up or down to a specific deci- 
mal place, then Excel has two easy 
functions you can use to get the job 
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The MATCH 
function is helpful 
if you want to find 
a specific figure in 
a long column of 
numbers. It shows 
you where your 
query is located in 
relation to the array 
you provide in 
the formula. 
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Whether you simply want to find the sum total of a 
column of numbers or calculate compound interest, 
formulas are the best way to transform your data. 



done: ROUNDUP and ROUNDDOWN. 
For example, take a number you 
want to round up, such as 12,345.678 
and decide what decimal place you 
want to round to. Then, use the func- 
tion =ROUNDUP(12,345.678, 2) and 
Excel will automatically round it up 
to 12,345.68. 

> WORKDAY FUNCTION 

WORKDAY lets you take a start 
date and a number of days to deter- 
mine what your end date will be 
with weekends and holidays taken 
into account. For example, you need 
to enter the DATE formula, we'll use 
=DATE(2013,1,3) into the Al cell, and 
a specific number of days in the A2 cell, 
well use 18, you can use the 
formula =WORKDAY(Al, 
A2) to find your end date, 
which in this case is March 
27, 2013. You can also add 
holidays to the formula by 
entering the dates into cells 



Cross-sheet calculation makes it 
possible to link formulas across 
multiple sheets in the same 
workbook, so you don't have to 
copy and paste information or 
calculate figures outside of Excel. 
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and adding them to the end of the for- 
mula ^WORKDAY (Al, A2, A3:A9), 
which will change the end date. 

> DISPLAY CURRENT 
DATE & TIME 

Excel's NOW function is a quick and 
easy way to display the current date and 
time in your spreadsheet. Type =NOW() 
into a field and the date and time will 
appear. This information doesn't update 
automatically, but rather every time you 
make a calculation within the spread- 
sheet as well as every time you open 
that particular Excel document. 

> REPT FUNCTION 

Typing the same thing over and over 
can quickly get repetitive, especially if 
you need 32,767 instances of the same 
information. If you think that number 
is oddly specific, you're right. It's the 
maximum number of times you can 
use the REPT function, according to 
Microsoft. To use the REPT function, 
simply take a word, number, or other 
entry ("Repeat," in this instance) and 
tell Excel how many times you want it 
repeated by typing =REPT("Repeat ",5) 
into a cell. You can also use this function 
to better visualize data. For instance, 
you can use symbols to represent sales 
figures or your amount of customers 
and watch your growth over time. 
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STAY AHEAD 
OF THE CURVE 



Missing PC Today when 
you're on the go? View or 
download the digital edition at 

www.pctoday.com to get up to 

speed on the latest technology 
news and information about 
products for your company. 
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